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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
få= íÜÉ= ÑçÅìë= çÑ= íÜÉ= ãçåíÜ= íÜáë= cÉÄêì~êó= ïÉ= ~êÉ= í~âáåÖ= ~= ÅäçëÉê= äççâ= ~í= íÜÉ=
açïå~ÇìéL`çåÑáÅâÉê=îáêìëK=qêóáåÖ=íç=ÖáîÉ=óçì=~å=çîÉêîáÉï=çÑ=Üçï=áí=ïçêâëK=
=
qÜÉ= ~äÉêí= ëí~íáëíáÅ= ëÜçïë= íÜ~í= ãçëí= ~äÉêíë= çÅÅìê= áå= áåíê~= i^k= íÜáë= íáãÉI= ãçëíäó= ÄÉÅ~ìëÉ=
ëÉîÉê~ä= çÑ= íÜÉ= ÅìëíçãÉêë= ïÜáÅÜ= íÜáë= ëí~íáëíáÅë= áë= Ä~ëÉÇ= çå= Ü~îÉ= ÄÉÉå= áåÑÉÅíÉÇ= Äó= íÜÉ=
açïå~ÇìéL`çåÑáÅâÉê=îáêìëK=få=çíÜÉê=ïçêÇëI=íÜÉëÉ=~äÉêíë=~êÉ=êÉÖáëíÉêÉÇ=~ë=ëÉîÉêÉK=fåÅáÇÉåíë=
êÉéçêíÉÇ=Ñçê=fåíê~=i^k=Ü~îÉ=~äëç=áåÅêÉ~ëÉÇ=~ë=~=êÉëìäí=çÑ=íÜÉ=îáêìëK==
=
qÜÉêÉ= Ü~ë= ÄÉÉå= ~= ëäáÖÜí= áåÅêÉ~ëÉ= áå= íÜÉ= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~ÅâëK= tÉ= ëÉÉI=
ÜçïÉîÉêI= íÜ~í= íÜÉ= äÉîÉä= áë= åçí= ~Äåçêã~ääó= ÜáÖÜK= qÜÉ= íê~ÑÑáÅ= ãçëíäó= í~êÖÉíë= ïÉää= âåçïå=
jáÅêçëçÑí=éçêíëK=pçãÉ=çÑ=íÜÉëÉ=éçêíë=ã~ó=ÄÉ=ìëÉÇ=Ñçê=íÜÉ=açïå~Çìé=îáêìëK==
=
^ãçåÖ=ëé~ãLïçêã=ïÉ=ÅçåíáåìÉ=íç=ëÉÉ=~å=áåÅêÉ~ëÉ=áå=íÜÉ=íê~ÑÑáÅ=íçï~êÇë=éçêí=QQRK=qÜáë=áë=
ÇìÉ=íç=íÜÉ=açïå~Çìé=ïçêã=í~êÖÉíáåÖ=íÜáë=éçêíK=
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ= íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

aìêáåÖ=~=ãçåíÜI=ëÉîÉê~ä=îìäåÉê~ÄáäáíáÉë=ïáää=ÄÉ=éìÄäáëÜÉÇI=~åÇ=íÜÉêÉ=ïáää=Ü~îÉ=ÄÉÉå=ã~åó=
ëÉÅìêáíó=êÉä~íÉÇ=åÉïëK=qÜáë=ÅÜ~éíÉê=éêÉëÉåíë=íÜÉ=ãçëí=áãéçêí~åí=îìäåÉê~ÄáäáíáÉë=~åÇ=íÜÉ=ãçëí=
áåíÉêÉëíáåÖ=åÉïëK=jçëí=Å~ëÉëI=áÑ=åçí=~ääI=Ü~îÉ=ÄÉÉå=éêÉëÉåíÉÇ=áå=pÉÅçÇÉ=kçêï~óÛë=
åÉïëäÉííÉê=ÇìêáåÖ=íÜáë=ãçåíÜK=

mr_ifpeba=srikbo^_fifqfbp=

OR`PW=pjp=?âáääÉê=~ééäáÅ~íáçå?=Ñçê=ã~åó=kçâá~=ãçÄáäÉë=
http://www.heise-online.co.uk/security/25C3-SMS-killer-application-for-many-Nokia-mobiles--
/news/112335 
=
póëíÉã=e~êÇÉåáåÖ=mêçÅÉëë=`ÜÉÅâäáëí=
http://www.shortinfosec.net/2009/01/system-hardening-process-checklist.html 
=
jáÅêçëçÑí=rêÖÉë=lêÖ~åáò~íáçåë=íç=m~íÅÜ=pÉêîÉê=sìäåÉê~Äáäáíó=~ë=kÉï=^íí~Åâë=pìêÑ~ÅÉ=
http://www.eweek.com/c/a/Security/Microsoft-Urges-Organizations-Patch-Vulnerability-as-
New-Round-of-Attacks-Surface/ 
=
p~ãÄ~=dê~åíë=oÉãçíÉ=^ìíÜÉåíáÅ~íÉÇ=rëÉêë=^ÅÅÉëë=íç=íÜÉ=oççí=cáäÉëóëíÉã=áå=`Éêí~áå=`~ëÉë=
http://samba.org/samba/security/CVE-2009-0022.html 
=
léÉå_pa=ìéÇ~íÉ=Ñçê=léÉåppi=
http://www.openbsd.org/errata44.html 
=
`áëÅç=êÉãçîÉë=îìäåÉê~ÄáäáíáÉë=áå=áíë=däçÄ~ä=páíÉ=pÉäÉÅíçê=
http://www.cisco.com/warp/public/707/cisco-sa-20090107-gss.shtml 
=
lê~ÅäÉ=oÉäÉ~ëÉë=`êáíáÅ~ä=m~íÅÜ=réÇ~íÉ=ïáíÜ=QN=cáñÉë==
http://www.oracle.com/technology/deploy/security/critical-patch-updates/cpujan2009.html 
=
`áëÅç=pÉÅìêáíó=oÉëéçåëÉW=`áëÅç=flp=`êçëëJpáíÉ=pÅêáéíáåÖ=sìäåÉê~ÄáäáíáÉë=
http://www.cisco.com/warp/public/707/cisco-sr-20090114-http.shtml 
=
qêÉåÇ=jáÅêç=îìäåÉê~ÄáäáíáÉë=
http://secunia.com/Advisories/33609 
http://secunia.com/Advisories/31160 
=
ãçÇJ~ìíÜJãóëèä=pni=fåàÉÅíáçå=sìäåÉê~Äáäáíó=
http://www.openwall.com/lists/oss-security/2009/01/21/10 
 

fk=qeb=kbtp=

jçÄáäÉ=tçêâ=cçêÅÉI=jçÄáäÉ=qÜêÉ~íëW=píê~íÉÖáÉë=Ñçê=mêÉîÉåíáåÖ=jçÄáäÉ=pÉÅìêáíó=_êÉ~ÅÜÉë=
http://www.itsecurity.com/features/mobile-work-force-threats-090408/ 
=
táíÜ=d~ò~=ÅçåÑäáÅíI=ÅóÄÉê~íí~Åâë=ÅçãÉ=íçç=
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9124
658&intsrc=news_ts_head  
=
pé~ãÜ~ìë=pí~íáëíáÅëW=qÜÉ=qçé=NM=
http://www.spamhaus.org/statistics/networks.lasso 
=
sÉêápáÖå=íê~åëáíáçåë=~ää=åÉï=o~éáÇppi=ÅÉêíáÑáÅ~íÉë=íç=pe^JN=~äÖçêáíÜã=
http://www.net-security.org/secworld.php?id=6885 
=
=
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NQB=çÑ=ppi=`ÉêíáÑáÅ~íÉë=ëáÖåÉÇ=ìëáåÖ=sìäåÉê~ÄäÉ=jaR=^äÖçêáíÜã=
http://news.netcraft.com/archives/2009/01/01/14_of_ssl_certificates_signed_using_vulnerabl
e_md5_algorithm.html 
=
OMMU=a~í~=_êÉ~ÅÜ=qçí~äë=pç~ê=
http://www.idtheftcenter.org/artman2/publish/m_press/2008_Data_Breach_Totals_Soar.shtm
l 
=
oÉëÉ~êÅÜÉêë=^áã=íç=cçêíáÑó=`^mq`e^=^Ö~áåëí=pé~ããÉêë=
http://www.eweek.com/c/a/Security/Spammers-War-Against-CAPTCHA-Requires-New-
Approaches/?kc=rss 
=
p~ÅâÉÇ=fq=~Çãáå=ëÉåíÉåÅÉÇ=Ñçê=Ü~ÅâáåÖ=ÉñJÉãéäçóÉê=
http://www.theregister.co.uk/2009/01/07/it_admin_sentenced/  
=
`ÜççëáåÖ=~=pÉÅìêÉ=m~ëëïçêÇ=J=qÜÉ=iáåìñJqáé=^ééêç~ÅÜ==
http://www.linux-tip.net/cms/content/view/365/27/ 
=
`tbLp^kp=qlm=OR=jçëí=a~åÖÉêçìë=mêçÖê~ããáåÖ=bêêçêë==
http://www.sans.org/top25errors/ 
=
_çíåÉíëD=i~åÇëÅ~éÉ=`Ü~åÖÉë=~ë=pé~ããÉêë=dÉí=_~Åâ=áå=íÜÉ=pïáåÖ=çÑ=qÜáåÖë==
http://www.eweek.com/c/a/Security/Botnets-Landscape-Changes-as-Spammers-Get-Back-
in-the-Swing-of-Things/ 
=
q~êÖÉíÉÇ=ëçÅá~ä=ÉåÖáåÉÉêáåÖ=
http://isc.sans.org/diary.html?storyid=5707 
=
akp=èìÉêáÉë=Ñçê=?K?=
http://isc.sans.org/diary.html?storyid=5713&rss 
=
pÜêáåâáåÖ=m~íÅÜ=qáãÉäáåÉë=Ó=qÜÉ=kÉÉÇ=cçê=efmp=
http://www.governmentsecurity.org/SecurityHackingNews/Shrinking_Patch_Timelines_The_
Need_For_HIPS 
=
`óÄÉêÅêáãÉ=Åçëí=Ñáêãë=AN=íêáääáçå=ÖäçÄ~ääóI=jÅ^ÑÉÉ=ëíìÇó=ë~óë=
http://news.cnet.com/8301-1009_3-10152246-83.html?tag=mncol 
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cl`rp=lc=qeb=jlkqe=Ó=altk^armL`lkcf`hbo=
^äãçëí=ÉîÉêó=Ç~ó=ïÉ=ÖÉí=ìéÇ~íÉë=íÜ~í=íÜÉ=açïå~Çìé=Eçê=`çåÑáÅâÉê=~ë=áí=ã~ó=ÄÉ=Å~ääÉÇF=îáêìë=
ÖÉíë=ìéÖê~ÇÉÇK=qÜÉ=áåÑÉÅíáçå=ê~íÉ=çÑ=íÜÉ=ïçêã=áë=ã~ëëáîÉK=tÉ=ïáää=áå=íÜáë=~êíáÅäÉ=äççâ=~í=Üçï=
áí=ÄÉÖ~å=~åÇ=Üçï=íÜÉ=îáêìë=~ÑÑÉÅíë=ìëK=tÉ=ïáää=~äëç=íêó=íç=äççâ=~í=éçëëáÄäÉ=ÑìíìêÉ=çìíÅçãÉë=
Ñçê=íÜÉ=îáêìëK==

qeb=_bdfkkfkd=

få=lÅíçÄÉê=çÑ=OMMU=íÜÉ=jáÅêçëçÑí=`çêéçê~íáçå=ëí~íÉÇ=íÜ~í=~=îìäåÉê~Äáäáíó=áå=íÜÉáê=táåÇçïë=
pÉêîÉê=pÉêîáÅÉ=ÅçìäÇ=ÄÉ=ìëÉÇ=íç=~ääçï=êÉãçíÉ=ÅçÇÉ=ÉñÉÅìíáçåK=qÜÉ=îìäåÉê~Äáäáíó=~ÑÑÉÅíÉÇ=
ãçëí=çÑ=íÜÉáê=léÉê~íáåÖ=póëíÉãë=ElpFK=jáÅêçëçÑí=ëí~íÉÇ=íÜ~í=íÜÉó=~äêÉ~Çó=Ü~Ç=ëÉÉå=ëçãÉ=
~ííÉãéíë=íç=Éñéäçáí=íÜÉ=îìäåÉê~ÄáäáíóI=~åÇ=çå=lÅíçÄÉê=OPêÇ=jáÅêçëçÑí=êÉäÉ~ëÉÇ=~=é~íÅÜ=íÜ~í=
ÑáñÉÇ=íÜÉ=éêçÄäÉãK=eçïÉîÉêI=íÜÉ=éêçÄäÉã=áë=íÜ~í=ã~åó=Çç=åçí=áãéäÉãÉåí=íÜÉ=é~íÅÜ=~í=çåÅÉK=
=
få=kçîÉãÄÉê=ïÉ=ëí~êíÉÇ=íç=êÉÖáëíÉê=~å=áåÅêÉ~ëÉ=áå=íÜÉ=åìãÄÉê=çÑ=~ìíçã~íÉÇ=~íí~Åâë=íçï~êÇë=
íÜÉ=éçêí=QQRI=çåÉ=çÑ=íÜÉ=éçêí=ïÜáÅÜ=íÜÉ=îìäåÉê~Äáäáíó=~ÑÑÉÅíÉÇK=^í=íÜÉ=ë~ãÉ=íáãÉ=ïÉ=ëí~êíÉÇ=íç=
ëÉÉ=íÜÉ=Ñáêëí=~êíáÅäÉë=~Äçìí=íÜÉ=açïå~ÇìéL`çåÑáÅâÉê=îáêìë=áå=íÜÉ=ãÉÇá~=~åÇ=ÉëéÉÅá~ääó=áå=
~äÉêíë=Ñêçã=ëÉÅìêáíó=îÉåÇçêëK=^ë=íÜÉ=îáêìë=ïçìäÇ=Ü~îÉ=ÄÉÉå=ëíçééÉÇ=Äó=áãéäÉãÉåíáåÖ=íÜÉ=
é~íÅÜ=~åÇ=ìëÉ=ÑáêÉï~ää=ÄÉëí=éê~ÅíáÅÉë=çå=íÜÉ=éÉêáãÉíÉê=ÑáêÉï~ääëI=åçÄçÇó=ÉñéÉÅíÉÇ=íÜ~í=íÜÉ=
îáêìë=ïçìäÇ=ÅçåíáåìÉ=ëéêÉ~ÇáåÖ=Ñçê=äçåÖK=eçïÉîÉê=ïÉ=ë~ï=~å=áåÅêÉ~ëÉ=áå=íÜÉ=~ìíçã~íÉÇ=
~íí~Åâë=ÉîÉêó=Ç~ó=Ñêçã=íÜ~í=íáãÉ=çåK=

elt=fq=tlohp=

qÜÉ=îáêìë=Ü~ë=ëÉîÉê~ä=ï~óë=çÑ=ëéêÉ~ÇáåÖI=ïÜáÅÜ=ã~âÉë=áí=~=ãçêÉ=ëìÅÅÉëëÑìä=ïçêã=íÜ~å=
ã~åó=çíÜÉêë=ïÉ=Ü~îÉ=ëÉÉå=ëìêÑ~ÅáåÖ=ÇìêáåÖ=íÜÉ=ä~ëí=ÅçìéäÉ=çÑ=óÉ~êëK=qÜÉ=Ñçìê=ï~óë=çÑ=
ëéêÉ~ÇáåÖ=~êÉW=

• qÜêçìÖÜ=ìåé~íÅÜÉÇ=táåÇçïë=ëóëíÉãë=íÜ~í=~êÉ=ÅçååÉÅíÉÇ=íç=~=åÉíïçêâK=jçëíäó=
íÜêçìÖÜ=íÜÉ=éçêí=QQRI=Äìí=áí=ã~ó=~äëç=ëéêÉ~Ç=íÜêçìÖÜ=çíÜÉê=táåÇçïë=éçêíëK=

• _ó=áåÑÉÅíÉÇ=rp_=ÇêáîÉë=EíÜìãÄ=ÇêáîÉëFI=ìëáåÖ=íÜÉ=~ìíçêìå=ÑìåÅíáçå~äáíó=íç=áíë=
~Çî~åí~ÖÉK=

• rëÉ=táåÇçïë=ëÅÜÉÇìäÉÇ=í~ëâ=~åÇ=~ìíçêìå=íç=êÉJáåÑÉÅí=ÅäÉ~åÉÇ=m`ëK=
• _êìíÉ=cçêÅÉ=ÇáÅíáçå~êó=~íí~Åâë=íçï~êÇë=~Çãáåáëíê~íçê=é~ëëïçêÇëI=Åê~ÅâáåÖ=ïÉ~â=

é~ëëïçêÇëK=
=
qÜÉ=Ñáêëí=íïç=ï~óë=çÑ=ëéêÉ~ÇáåÖ=áë=íÜÉ=ãçëí=ïÉääJâåçïåI=~=éêçÄ~Ääó=íÜÉ=ãçëí=ìëÉÇ=~ë=ïÉääK=
få=kçêï~ó=íÜÉ=éçäáÅáÉë=Ñçê=ìëáåÖ=íÜìãÄ=ÇêáîÉë=ëÉÉãë=íç=ÄÉ=éêÉííó=ëíêáÅíI=~åÇ=ã~åó=ëÉÉã=íç=
âÉÉé=íÜÉëÉ=ÇêáîÉë=ëÉé~ê~íÉ=ÄÉíïÉÉå=ïçêâ=~åÇ=ÜçãÉI=âÉÉéáåÖ=íÜáë=ëéêÉ~ÇáåÖ=äçïK=
råé~íÅÜÉÇ=ëóëíÉãë=ÜçïÉîÉê=óçì=ïáää=ÑáåÇ=äçíë=çÑ=áå=kçêï~óK=j~åó=Åçãé~åáÉë=Ü~îÉ=éçäáÅáÉë=
ëí~íáåÖ=íÜ~í=åç=é~íÅÜ=~êÉ=íç=ÄÉ=áåëí~ääÉÇ=ìåíáä=áí=áë=~ééêçîÉÇ=Äó=íÜÉ=çéÉê~íáçå~ä=~Çãáåáëíê~íçêI=
~åÇ=íÜÉó=Ü~îÉ=åçí=Öçí=íÜÉ=íáãÉ=íç=~ééêçîÉ=íÜÉãK=líÜÉêë=àìëí=Çç=åçí=Ü~îÉ=éçäáÅáÉë=Ñçê=
é~íÅÜáåÖ=~í=~ääI=ã~âáåÖ=~å=ìåé~íÅÜÉÇ=ëóëíÉã=éêÉííó=çêÇáå~êóK=^í=íÜáë=éçáåí=ãçêÉ=íÜ~å=NR=
ãáääáçå=ÅçãéìíÉêë=ïçêäÇ=ïáÇÉ=Ü~îÉ=ÄÉÉå=áåÑÉÅíÉÇK=
=
pç=ïÜ~í=ÇçÉë=íÜÉ=îáêìë=Çç=çåÅÉ=áí=Ü~ë=áåÑÉÅíÉÇ=~=ëóëíÉã\=tÉääI=ëÉîÉê~ä=íÜáåÖëK=qÜÉ=êÉéçêíÉÇ=
íÜáåÖë=~êÉW=

• `çéáÉë=áíëÉäÑ=áåíç=íÜÉ=táåÇçïë=ëóëíÉã=ÑçäÇÉê=
• jçÇáÑáÉë=íÜÉ=êÉÖáëíêó=áå=táåÇçïë=
• `Ü~åÖÉë=~ÅÅÉëë=êáÖÜíë=~åÇ=êÉÖáëíêó=âÉóë=ëç=ìëÉêë=Å~åDí=ÅÜ~åÖÉ=çê=ÇÉäÉíÉ=íÜÉã=
• pÉíë=áíëÉäÑ=íç=êÉëí~êí=ïÜÉå=táåÇçïë=ëí~êíë=
• `çååÉÅíë=íç=~=éìÄäáÅ=ëáíÉ=Ñçê=êÉíêáÉîáåÖ=fm=~ÇÇêÉëë=íç=ÖÉí=íÜÉ=~ÇÇêÉëë=çÑ=íÜÉ=

ÅçãéìíÉêK=
• açïåäç~Çë=ãçÇáÑáÉÇ=îÉêëáçåë=çÑ=áíëÉäÑ=Ñêçã=~=äçåÖ=äáëí=çÑ=ïÉÄ=ëáíÉëK=qÜÉëÉ=äáëíë=~êÉ=

ÅÜ~åÖÉÇ=Ç~áäó=~åÇ=~êÉ=“ê~åÇçãäóÒ=ÖÉåÉê~íÉÇ=Äó=~äÖçêáíÜãëK=qÜÉ=äáëíë=Ñçê=ëçãÉ=íáãÉ=
Ñçêï~êÇ=~êÉ=åçï=âåçïå=íç=ëçãÉ=ëÉÅìêáíó=îÉåÇçêëK=

• pí~êíë=~=ïÉÄ=ëÉêîÉê=çå=~=ê~åÇçã=éçêí=çÑ=óçìê=m`=íç=Üçëí=~=Åçéó=çÑ=íÜÉ=ãçÇáÑáÉÇ=
ïçêãK=

=



 

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 

få=çíÜÉê=ïçêÇëI=íÜÉ=çåäó=íÜáåÖ=áí=ÇçÉë=áë=íç=áåÑÉÅí=ã~ÅÜáåÉëI=ã~âáåÖ=íÜÉ=ÅçãéìíÉê=~î~áä~ÄäÉ=
Ñçê=êÉãçíÉäó=ÉñÉÅìíáçå=çÑ=ÅçÇÉK=fí=ÇçÉë=åçí=ëÉÉã=äáâÉ=áí=íêáÉë=íç=Çç=~åó=ãçêÉ=Ü~êã=çå=íÜÉ=
ÅçãéìíÉê=çê=íêó=íç=Ççïåäç~Ç=çíÜÉê=îáêìëÉëK=

qeb=crqrob=

kç=çåÉ=âåçïë=ïÜ~í=ïáää=Ü~ééÉå=ïáíÜ=íÜáë=îáêìë=áå=íÜÉ=ÑìíìêÉK=kçÄçÇó=âåçïë=Üçï=ã~åó=
ÅçãéìíÉêë=ïáää=ÄÉ=áåÑÉÅíÉÇI=áÑ=íÜÉ=îáêìë=ïáää=~äíÉê=íç=Ççïåäç~Ç=çíÜÉê=ã~äáÅáçìë=ÅçÇÉ=çê=áÑ=íÜÉ=
îáêìë=ïáää=ÄÉ=ìëÉÇ=Ñçê=~=ÄçíåÉíK=qÜÉ=ä~ííÉê=Ü~îÉ=ÄÉÉå=éêÉÇáÅíÉÇ=íç=ÄÉ=~=éçëëáÄäÉ=çìíÅçãÉI=
~åÇ=íÜ~í=ïçìäÇ=ã~âÉ=áí=íÜÉ=ä~êÖÉëí=ÄçíåÉí=áå=íÜÉ=ïçêäÇI=ã~âáåÖ=áí=ãçêÉ=çê=äÉëë=áãéçëëáÄäÉ=íç=
ëÜìí=ÇçïåK=qÜÉ=çåäó=íÜáåÖ=ïÉ=Å~å=ë~ó=~í=íÜáë=éçáåí=áë=íÜ~í=íÜÉ=ëéêÉ~ÇáåÖ=ÇçÉë=åçí=ëÉÉã=íç=
ëäçï=ÇçïåK=
=
tÉ=Ü~îÉ=ëÉÉå=~å=áåÅêÉ~ëÉ=çÑ=~Äçìí=~=ÅçìéäÉ=çÑ=ÜìåÇêÉÇ=~ìíçã~íÉÇ=~íí~Åâë=éÉê=ïÉÉâ=íç=
~Äçìí=VM=MMM=éÉê=Ç~ó=Ñçê=éçêí=QQRI=~åÇ=íÜÉ=áåÅêÉ~ëÉ=ÅçåíáåìÉëK=qÜÉêÉ=~êÉ=åç=ëáÖåë=çÑ=íÜÉ=
áåÅêÉ~ëÉ=ëäçïáåÖ=Ççïå=~í=íÜáë=éçáåí=ÉáíÜÉêK=pÉîÉê~ä=çíÜÉê=ëÉÅìêáíó=îÉåÇçêë=~êÉ=êÉéçêíáåÖ=~å=
áåÅêÉ~ëÉ=çÑ=áåÑÉÅíÉÇ=ÅçãéìíÉêë=éÉê=Ç~óK=

mobsbkqflk=

qç=éêÉîÉåí=óçìê=ëÉäÑ=çê=óçìê=Åçãé~åó=Ñêçã=ÖÉííáåÖ=áåÑÉÅíÉÇI=êÉãÉãÄÉê=íÜÉ=ÑçääçïáåÖW=
• hÉÉé=~ää=ëçÑíï~êÉ=ìéÇ~íÉÇK=bëéÉÅá~ääó=ÅêáíáÅ~ä=ìéÇ~íÉë=Ñêçã=jáÅêçëçÑí=ëÜçìäÇ=ÄÉ=

áãéäÉãÉåíÉÇ=ìåíáä=íÜÉ=ïçêã=áë=ãçêÉ=ìåÇÉê=ÅçåíêçäK=^í=íÜáë=éçáåí=íÜÉ=ïçêã=ÑáåÇë=åÉï=
ï~óë=íç=ëéêÉ~Ç=~äãçëí=Ç~áäóI=~åÇ=ã~åó=çÑ=íÜÉ=é~íÅÜÉë=Ñçê=jáÅêçëçÑí=~êÉ=êÉä~íÉÇ=íç=
íÜáë=ïçêãK=

• hÉÉé=óçì=åÉíïçêâ=ëÉÅìêÉK=få=çíÜÉê=ïçêÇëI=ÅçåÑáÖìêÉ=óçìê=ÑáêÉï~ää=íç=çåäó=äÉí=íÜêçìÖÜ=
íÜÉ=íê~ÑÑáÅ=áí=åÉÉÇë=íçK=`çåëáÇÉê=ìëáåÖ=çíÜÉê=åÉíïçêâ=ëÉÅìêáíó=éêçÇìÅíë=äáâÉ=fapI=fmpI=
äçÖ=ã~å~ÖÉãÉåíI=åÉíïçêâ=ÑäçïI=~åÇ=~åçã~äó=Ä~ëÉÇ=ÇÉíÉÅíáçå=~åÇ=ëç=çåK=fÑ=óçì=
~äêÉ~Çó=Ü~îÉ=~=éêçÇìÅí=äáâÉ=íÜáëI=ã~âÉ=ëìêÉ=áí=áë=ìé=íç=Ç~íÉ=~åÇ=íÜ~í=íÜÉ=äçÖë=~êÉ=
éêçÅÉëëÉÇ=~ë=çÑíÉå=~ë=éçëëáÄäÉK=

• rëÉ=ëíêçåÖ=é~ëëïçêÇëK=qÜáë=ÖçÉë=Ñçê=~=äçí=çÑ=ÇáÑÑÉêÉåí=îáêìëÉëK=
• e~îÉ=~=Ñìää=ëÉÅìêáíó=ëìáíÉ=çå=~ää=ÅäáÉåíë=ëìêÑáåÖ=íÜÉ=ïÉÄK=^åíáîáêìë=áë=åçí=ÉåçìÖÜI=Äìí=

ïáíÜ=ã~äï~êÉ=éêçíÉÅíáçåI=ÅäáÉåí=ÑáêÉï~ääë=~åÇ=ëç=çå=óçì=~êÉ=ãçêÉ=ëÉÅìêÉK=^=ÅäáÉåí=
Ä~ëÉÇ=fmp=ëóëíÉã=ã~ó=~äëç=ÄÉ=~=ÖççÇ=áÇÉ~K=

plro`bp=^ka=jlob=fkcloj^qflk=

xNz== ^ää=áåÑç=~Äçìí=açïå~Çìé=
http://www.downadup.com/  
xOz= sáêìë=ëíêáâÉë=NR=ãáääáçå=m`p=
http://www.upi.com/Top_News/2009/01/25/Virus_strikes_15_million_PCs/UPI-
19421232924206/  
xPz== p^kp=Ó=jçêÉ=íêáÅâë=Ñêçã=`çåÑáÅâÉê=~åÇ=sj=ÇÉíÉÅíáçå=
http://isc.sans.org/diary.html?storyid=5842&rss 
xQz=p^kp=Ó=pçãÉ=íêáÅâë=Ñêçã=`çåÑáÅâÉêÛë=Ä~Ö=
http://isc.sans.org/diary.html?storyid=5830 
xRz=p^kp=Ó=`çåÑáÅâÉê=~ìíçêìå=~åÇ=ëçÅá~ä=ÉåÖáåÉÉêáåÖ=
http://isc.sans.org/diary.html?storyid=5695 
xSz=`kk=Ó=açïå~Çìé=îáêìë=ÉñéçëÉë=ãáääáçåë=çÑ=m`ë=íç=Üáà~Åâ=
http://www.cnn.com/2009/TECH/ptech/01/16/virus.downadup/index.html  
xTz=cJpÉÅìêÉ=Ó=`~äÅìä~íáåÖ=íÜÉ=ëáòÉ=çÑ=íÜÉ=Ççïå~Çìé=çìíÄêÉ~âK=
http://www.f-secure.com/weblog/archives/00001584.html  



 

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 

^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

21 %
3 %

70 %

1 % 5 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent
1 % 12 %

87 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe
0 %

100 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
jçëí=çÑ=íÜÉ=~äÉêíë=áå=g~åì~êó=ïÉêÉ=êÉÖáëíÉêÉÇ=áå=íÜÉ=fåíê~=i^kK=qÜáë=áë=ÇìÉ=íç=áåÑÉÅíáçåë=çÑ=íÜÉ=
açïå~Çìé=îáêìë=~í=ëçãÉ=çÑ=çìê=ÅìëíçãÉêëK=jçëí=çÑ=íÜÉ=íê~ÑÑáÅ=çå=íÜÉ=fåíÉêåÉí=áë=~äëç=êÉä~íÉÇ=
íç=íÜáë=îáêìëK=qÜÉ=îáêìë=ÖÉåÉê~íÉë=~=äçí=çÑ=íê~ÑÑáÅI=ÄçíÜ=~ë=~=ÖÉåÉê~ä=~äÉêí=~åÇ=~ë=~å=áåÅêÉ~ëÉ=áå=
íÜÉ=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=~åÇ=ïçêãLëé~ã=íê~ÑÑáÅK==
=
jçëí= çÑ= íÜÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí= ~êÉ= ã~áåäó= Å~ìëÉÇ= Äó= ïÉÄ= ~íí~Åâë= ~Ö~áåëí= ïÉÄ=
ëÉêîÉêëK==

=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

59 %

14 %

19 %

4 %

4 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
fåÅáÇÉåíë= áå= êÉëíêáÅíÉÇ= òçåÉ= ~êÉ=ã~áåäó= Å~ìëÉÇ=Äó= ìëÉêë=ïÜáÅÜ= îáçä~íÉë= íÜÉ= çêÖ~åáò~íáçåÛë=
áåíÉêå~ä=ëÉÅìêáíó=éçäáÅóK=qÜÉ=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=áå=íÜÉ=fåíê~=i^k=~êÉ=áå=ãçëí=Å~ëÉë=êÉä~íÉÇ=
íç= íÜÉ= açïå~Çìé= îáêìëK= qÜÉ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= ëÉÖãÉåíë= ~êÉ= ã~áåäó= ÇáêÉÅíäó=
í~êÖÉíáåÖ=~íí~Åâë=~Ö~áåëí= íÜÉ=Ñáå~åÅÉ=ëÉÅíçêI=ìëáåÖ=eqqmLeqqmpK=tÉ=ëÉÉ=íÜ~í=ãçëí=çÑ= íÜÉ=
~íí~Åâë=~êÉ=ÇáêÉÅíÉÇ=~íí~Åâ=Ñêçã=íÜÉ=fåíÉêåÉí=ëÉÖãÉåíK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=g^kr^ov=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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=
qÜÉ= íê~ÑÑáÅ= äÉîÉä= Ñçê=g~åì~êó=ï~ë=ëäáÖÜíäó=ÜáÖÜÉê= íÜ~å= Ñçê=aÉÅÉãÄÉêK=eçïÉîÉêI=ïÉ=ëÉÉ= íÜ~í=
íÜÉ= äÉîÉä= áå= g~åì~êó= OMMV= áë= ëáãáä~ê= íç= íÜÉ= äÉîÉä= ~= óÉ~ê= ~ÖçI= ëç= íÜÉ= íê~ÑÑáÅ= äÉîÉä= áë= áå= çíÜÉê=
ïçêÇë=åçí=~Äåçêã~ääó=ÜáÖÜ=Ñçê=íÜáë=íáãÉ=çÑ=óÉ~êK=
=
sk`=áë=åçí=íÜÉ=ã~áå=ëÉêîáÅÉ=çÑ=~íí~Åâ=íÜáë=ãçåíÜK=tÉ=ëÉÉ=íÜ~í=ãçêÉ=çÑ=íÜÉ=ïÉää=âåçïå=~åÇ=
ïÉää= ìëÉÇ= ëÉêîáÅÉë= ~êÉ= í~êÖÉíÉÇ=åçïK=qÜáë= áåÅäìÇÉë= íÜÉ=jáÅêçëçÑí= ìëÉÇ=éçêíë= NQPP= EpniFI=
NPV=EkÉí_flpF=~åÇ=NPR=Ejp=om`FK=qÜÉ=ä~ííÉê=éçêí=ã~ó=ÄÉ=ìëÉÇ=Ñçê=ëéêÉ~ÇáåÖ=îÉêëáçåë=çÑ=íÜÉ=
açïå~Çìé=îáêìëK=
=
^ãçåÖ=ÅçìåíêáÉë=çÑ=çêáÖáå= íÜÉêÉ= áë=åç=ëìêéêáëÉ= íÜáë=ãçåíÜK=^ää=ÅçìåíêáÉë=Ü~îÉ=ÄÉÉå=çå= íÜÉ=
íçé= NM= äáëí= ÄÉÑçêÉI= ~åÇ= ã~åó= çÑ= íÜÉã= ~êÉ= çå= íÜÉ= äáëí= ãçêÉ= çê= äÉëë= ÉîÉêó= ãçåíÜK= qÜÉëÉ=
åìãÄÉêë=~êÉ=ÅçÉñáëíÉåí=ïáíÜ=åìãÄÉêë=êÉÖáëíÉêÉÇ=Äó=çíÜÉê=ëÉÅìêáíó=îÉåÇçêëK=
=
^ää= íÜÉ= ëÉêîáÅÉ= ëÅ~åë= áå= íÜÉ= ëí~íáëíáÅ= ~ÄçîÉ= áë= í~êÖÉíáåÖ= âåçïå= ëÉêîáÅÉë= ïáíÜ= âåçïå=
îìäåÉê~ÄáäáíáÉë=~åÇ=ÉñéäçáíëK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

tÉ=Ü~îÉ=ä~íÉäó=ëÉÉå=~å=áåÅêÉ~ëÉ=áå=íê~ÑÑáÅ=íçï~êÇë=éçêí=QQR=êÉä~íÉÇ=íç=íÜÉ=açïå~Çìé=îáêìëI=
~åÇ=íÜÉ=íê~ÑÑáÅ=äÉîÉä=áë=åçï=ëâóJÜáÖÜK=qÜÉ=ëí~íáëíáÅë=~ÄçîÉ=Çáëéä~óë=íÜÉ=~îÉê~ÖÉ=äÉîÉê=çÑ=íê~ÑÑáÅ=
çå=ÅJåÉíK=tÉ=ëÉÉ=ÜçïÉîÉê=íÜ~í=ëçãÉ=çÑ=íÜÉ=ÅJåÉíë=Ü~îÉ=~=äçí=ãçêÉ=íê~ÑÑáÅ=íÜ~å=çíÜÉêëK=qÜÉ=
íê~ÑÑáÅ=íçï~êÇë=çíÜÉê=éçêíë=Ü~ë=ÇÉÅêÉ~ëÉÇ=~åÇ=áë=åçï=áåëáÖåáÑáÅ~åíK=
=
^ë=éêÉîáçìëäó=ãÉåíáçåÉÇ=óçì=ëÜçìäÇ=åçí=ÄÉ=áå=~åó=Ç~åÖÉê=çÑ=ÖÉííáåÖ=íÜÉ=açïå~Çìé=îáêìë=áÑ=
óçì=ïáåÇçïë=ëóëíÉãë=~êÉ=ìéÇ~íÉÇ=~åÇ=íÜÉ=ÑáêÉï~ää=áë=ÅçåÑáÖìêÉÇ=íç=ÄäçÅâ=éçêí=QQRK=tÉ=êÉÑÉê=
íç=íÜÉ=cçÅìë=çÑ=íÜÉ=ãçåíÜ=Ñçê=ãçêÉ=áåÑçêã~íáçå=~Äçìí=íÜÉ=açïå~Çìé=îáêìëK=
 


