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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
cçÅìë=çÑ=qÜÉ=jçåíÜ=ÖáîÉë=~=ëÜçêí=ÇÉëÅêáéíáçå=çå=çåÉ=çÑ=çìê=ÄáÖÖÉëí=íÜêÉ~íëK==
=
qÜÉ=~äÉêí=ëí~íáëíáÅë=ëÜçï=íÜ~í=ãçëí=çÑ=íÜÉ=íêáÖÖÉêÉÇ=~äÉêíë=~êÉ=åçï=ëáíì~íÉÇ=áå=íÜÉ=ajwJòçåÉI=
~åÇ=íÜ~í=íÜÉ=ãçëí=ëÉîÉê=~äÉêíë=~êÉ=íêáÖÖÉêÉÇ=áå=êÉëíêáÅíÉÇ=òçåÉëK=^ãçåÖ=áåÅáÇÉåíë=Ñçê=íÜÉ=ä~ëí=
S=ãçåíÜë=ïÉ=ëÉÉ=íÜ~í=íÜÉó=~êÉ=ÇáêÉÅíÉÇ=íç=ëçãÉ=çÑ=pÉÅçÇÉÛë=ÅìëíçãÉêëI=~åÇ=íÜÉå=ãçëíäó=
ÅìëíçãÉêë=áå=íÜÉ=Ñáå~åÅá~ä=ëÉÅíçêK=
=
qÜÉêÉ= Ü~ë= ÄÉÉå= ~= ÇÉÅêÉ~ëÉ= áå= íÜÉ= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= íÜáë= éÉêáçÇI=ã~áåäó=
ÄÉÅ~ìëÉ=çÑ=ÇÉÅêÉ~ëÉÇ=~Åíáîáíó=Ñêçã=áåÑÉÅíÉÇ=ÅçãéìíÉêë=áå=mçä~åÇ=íçï~êÇë=íÜÉ=sk`=ëÉêîáÅÉK==
=
pé~ã=~åÇ=ïçêã=~Åíáîáíó=êÉã~áå=~í=~=ëí~ÄäÉ=äÉîÉäK==
=
=
=
=
== =
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

During a month, several vulnerabilities will be published, and there will have been many 
security related news. This chapter presents the most important vulnerabilities and the most 
interesting news. Most cases, if not all, have been presented in Secode Norway’s newsletter 
during this month. 

mr_ifpeba=srikbo^_fifqfbp=

Wireshark GSM SMS, PANA, KISMET, RTMPT, and syslog Dissector Bugs Let Remote 
Users Deny Service 
http://securitytracker.com/alerts/2008/Jul/1020404.html  
=
sáâíáÖ=ëáââÉêÜÉíëÑáâë=íáä=léÉê~=
http://www.opera.com/download/index.dml?custom=yes 
=
léÉê~=Ñçê=táåÇçïë=råëéÉÅáÑáÉÇ=oÉãçíÉ=`çÇÉ=bñÉÅìíáçå=sìäåÉê~Äáäáíó=
http://www.frsirt.com/english/advisories/2008/1998 
 
råé~íÅÜÉÇ=tçêÇ=sìäåÉê~Äáäáíó==
http://isc.sans.org/diary.html?storyid=4696 
 
j~àçê=Ñáñ=íç=akp=îìäåÉê~Äáäáíó=áãé~Åíë=táåÇçïëI=aÉÄá~å==
http://www.betanews.com/article/Major_fix_to_DNS_vulnerability_impacts_Windows_Debian
/1215551008 
 
réÇ~íÉë=Ñçê=g~î~=Éäáãáå~íÉ=ã~åó=ëÉÅìêáíó=ÜçäÉë=
http://www.heise-online.co.uk/security/Updates-for-Java-eliminate-many-security-holes--
/news/111080 
 
lê~ÅäÉ=íç=oÉäÉ~ëÉ=QR=pÉÅìêáíó=cáñÉë=
http://www.eweek.com/c/a/Database/Oracle-to-Release-45-Security-Fixes/ 
 
rÄìåíì=pÉÅìêáíó=réÇ~íÉ=cáñÉë=_fka=`~ÅÜÉ=mçáëçåáåÖ=sìäåÉê~Äáäáíó==
http://www.frsirt.com/english/advisories/2008/2090 
 
cáêÉÑçñ=ÖÉíë=ëÉÅìêáíó=íìåÉJìé=
http://www.vnunet.com/vnunet/news/2221977/firefox-gets-security-tune  
 
pìå=pçä~êáë=póëíÉã=j~å~ÖÉãÉåí=^ÖÉåí=_ìÑÑÉê=lîÉêÑäçï=sìäåÉê~Äáäáíó=
http://sunsolve.sun.com/search/document.do?assetkey=1-66-239785-1 
 
eáÖÜJéêáçêáíó=é~íÅÜ=ÑáñÉë=ÅêáíáÅ~ä=îìäåë=áå=oÉ~ämä~óÉê==
http://www.theregister.co.uk/2008/07/25/realplayer_vulns_patched/ 
 
lê~ÅäÉ=ëÜáéë=ÉãÉêÖÉåÅó=ïçêâ~êçìåÇ=Ñçê=òÉêçJÇ~ó=Ñä~ï=
http://www.eweek.com/c/a/Security/Oracle-Sounds-Alert-Over-Unpatched-WebLogic-Server-
Flaw/  
 

fk=qeb=kbtp=

läÇÉê=sÉêëáçåë=lÑ=cáêÉÑçñI=fb=mìí=QRB=lÑ=^ää=fåíÉêåÉí=rëÉêë=^í=oáëâ==
http://www.informationweek.com/news/internet/browsers/showArticle.jhtml;jsessionid=14LUP
CFYDLYFGQSNDLRSKH0CJUNN2JVN?articleID=208801958&subSection=Security  
=
UM=çÑÑÉåíäáÖÉ=åÉííëíÉÇÉê=ëéêÉê=Ç~í~îáêìë=
http://www.digi.no/php/art.php?id=777998  
=
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cçêíó=mÉêÅÉåí=çÑ=tÉÄ=rëÉêë=pìêÑ=táíÜ=råë~ÑÉ=_êçïëÉêë=
http://governmentsecurity.org/forum/?showtopic=29335  
 
d~êíåÉêW=pÉîÉå=ÅäçìÇJÅçãéìíáåÖ=ëÉÅìêáíó=êáëâë=
http://www.infoworld.com/article/08/07/02/Gartner_Seven_cloudcomputing_security_risks_1.
html 
=
fpl=ÅÉêíáÑáÉë=^ÇçÄÉDë=mac=
http://www.theregister.co.uk/2008/07/03/pdf_iso_standard/ 
 
bìêçéÉ=Çê~Ñíë=ä~ï=íç=ÇáëÅçååÉÅí=ëìëéÉÅíÉÇ=ÑáäÉëÜ~êÉêë=
http://www.theregister.co.uk/2008/07/06/europe_drafts_law_to_disconnect_filesharers/  
 
oÉëÉääÉêëW=`áëÅç=åçí=í~ÅâäáåÖ=ÅçìåíÉêÑÉáí=éêçÇìÅíë=
http://news.zdnet.co.uk/security/0,1000000189,39443795,00.htm 
 
cáêÉÑçñ=ìëÉêë=ëÜçïå=íç=ÄÉ=ë~ÑÉê=
http://www.vnunet.com/vnunet/news/2220991/firefox-users-shown-safer 
 
pÉÅìêáíó=mêçëW=jáÅêçëçÑíDë=gìäó=m~íÅÜ=o~íáåÖë=jáëäÉ~ÇáåÖ=
http://www.eweek.com/c/a/Security/Security-Pros-Rating-of-Microsofts-July-Security-
Patches-Could-be-Deceiving/ 
 
pí~ÇáÖ=ãÉê=ëé~ã=âçããÉê=Ñê~=å~ÄçÉåë=m`=
http://www.digi.no/php/art.php?id=778944 
 
^ääá~åÅÉ=Ñçêãë=íç=Ñáñ=akp=éçáëçåáåÖ=Ñä~ï=
http://www.eweek.com/c/a/Security/DNS-Flaw-Leaves-Major-Internet-Security-Hole/ 
 
R=t~óë=íç=_ìáäÇ=~å=fåÇÉëíêìÅíáÄäÉ=`ìëíçãÉê=a~í~=cçêíêÉëë=
http://www.technewsworld.com/story/63696.html 
 
i~åëÉêÉê=sáë~Jâçêí=ëçã=ä~ÖÉê=ÉÖåÉ=âçÇÉê=
http://www.digi.no/php/art.php?id=779193 
 
eçï=íç=éä~å=~=mÉåÉíê~íáçå=qÉëí==
http://passcisa.blogspot.com/2008/07/how-to-plan-penetration-test.html 
 
c~ÅáåÖ=íÜÉ=é~áå=çÑ=é~ëëïçêÇë==
http://news.cnet.com/8301-1009_3-9989071-83.html?tag=cd.blog 
 
cáäãÄê~åëàÉå=ëÉäÖÉê=ãÉê=íáä=íêçëë=Ñçê=éáê~íÉåÉ=
http://www.digi.no/php/art.php?id=779818  
 
oçã~åá~å=Åçéë=ÅìÑÑ=OQ=ÅóÄÉêÅêáãÉ=ëìëéÉÅíë=
http://www.networkworld.com/news/2008/071708-losses-likely-to-rise-from.html?hpg1=bn  
 
c~ÅÉÄççâ=ÄäìåÇÉê=ÉñéçëÉë=éÉêëçå~ä=ÇÉí~áäë=
http://www.vnunet.com/vnunet/news/2221777/facebook-exposes-members 
 
fë=léÉå=pçìêÅÉ=aÉîÉäçéãÉåí=fåëÉÅìêÉ\=
http://www.internetnews.com/dev-news/article.php/10792_3760026_1 
 
pÉÅìêáíó=Ñä~ïë=áå=çåäáåÉ=Ä~åâáåÖ=ëáíÉë=ÑçìåÇ=íç=ÄÉ=ïáÇÉëéêÉ~Ç=
http://www.ns.umich.edu/htdocs/releases/story.php?id=6652 
 
kó=ë›âÉíàÉåÉëíÉ=Âäáâ=dççÖäÉ=Ö~åÖÉê=íêÉÊ=
http://www.digi.no/php/art.php?id=780812  
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cl`rp=lc=qeb=jlkqe=Ó=qeb=_fddbpq=qeob q̂=
tÜÉå=óçì=ïçêâ=ïáíÜ=fqJëÉÅìêáíóI=ÉáíÜÉê=~ë=~=pÉÅìêáíó=lÑÑáÅÉêI=~=pÉÅìêáíó=`çåëìäí~åí=çê=~ë=~åó=
çíÜÉê=ëÉÅìêáíó=êÉä~íÉÇ=ÉãéäçóÉÉI=íÜÉ=ãçëí=áãéçêí~åí=íÜáåÖ=áë=íç=ã~âÉ=íÜÉ=ëóëíÉãë=~ë=ëÉÅìêÉ=
~ë= éçëëáÄäÉ=ïáíÜ= íÜÉ= íççäë= ~î~áä~ÄäÉK= vçì=ïáää= åÉîÉê= ÖÉí= ~= ëóëíÉã= NMMB=ëÉÅìêÉK= ^= íçí~ääó=
ëÉÅìêÉ= ëóëíÉã=ïáää= ÄÉ= ëç= äáííäÉ= ìëÉêJÑêáÉåÇäó= íÜ~í= íÜÉ= ëóëíÉã=ïáää= ÄÉ= ÇáÑÑáÅìäí= íç= ìëÉ= ~í= íÜÉ=
ÉîÉêóÇ~ó= ïçêâK= qÜáë= áë= íÜÉ= êÉ~ëçå= ïÜó= pÉÅìêáíó= lÑÑáÅÉêë= ìëÉ= ãÉ~ëìêÉë= íç=ã~âÉ= áí= ãçêÉ=
ëÉÅìêÉ=ïáíÜçìí= áåíÉê~ÅíáåÖ=ïáíÜ= íÜÉ=ëóëíÉãë=çïå=ìëÉêJÑêáÉåÇäáåÉëëK=qÜÉëÉ=ãÉ~ëìêÉë=ÅçìäÇ=
ÄÉ= ~åíáîáêìë= ëçäìíáçåëI= ëìêîÉáää~åÅÉ= ÉáíÜÉê= çå= åÉíïçêâ= çê= íÜÉ= ã~ÅÜáåÉI= ÑáêÉï~ääëI= áëçä~íÉÇ=
åÉíïçêâë=òçåÉë=~åÇ=ëç=çåK=^ää=íÜÉëÉ=ëçäìíáçåë=ÉåÜ~åÅÉ=íÜÉ=ëÉÅìêáíóI=Äìí=ë~Çäó=åçåÉ=çÑ=íÜÉëÉ=
~êÉ=ëÉÅìêáåÖ=~Ö~áåëí=çìê=ÄáÖÖÉëí=íÜêÉ~íI=íÜÉ=ìëÉêëK=
=
bñéêÉëëáçåë=äáâÉ=“åç=ëóëíÉã=áë=ãçêÉ=ëÉÅìêÉ=íÜ~å=áíë=ÇìãÄÉëí=ìëÉêÒ=~åÇ=“ÅçãéìíÉêë=çåäó=Çç=
ïÜ~í=íÜÉó=~êÉ=~ëâÉÇÒ=~êÉ=Åçåëí~åíäó=ëìêÑ~ÅáåÖK=qÜçëÉ=ÉñéêÉëëáçåë=~êÉ=ÇìÉ=íç=íÜÉ=Ñ~Åí=íÜ~í=
ÅçãéìíÉêë=~êÉ=ÇÉëáÖåÉÇ=ëç= íÜÉ=ìëÉêë= áåéìí= áë= íÜÉ=ÇÉÅáÇáåÖ= Ñ~Åíçê= Ñçê=ïÜ~í= íÜÉ=ÅçãéìíÉêë=
~êÉ=íç=ÇçI=~åÇ=íÜÉêÉÑçêÉ=áí=áë=íÜÉ=ìëÉê=íÜ~í=áë=êÉëéçåëáÄäÉ=Ñçê=ãçëí=éêçÄäÉãë=~åÇ=ÉêêçêëK=qÜáë=
áë=ÅÉêí~áåäó=~ééäáÅ~ÄäÉ=Ñçê=ëçãÉ=ëÉÅìêáíó=íÜêÉ~íëK=
=
fí= áë=ïáíÜçìí= ~=ÇçìÄí= íÜÉ=ìëÉêë= ~åÇ= íÜÉêÉ= áÖåçê~åÅÉ= íÜ~í= âÉÉéë= îáêìëÉë= ~åÇ=qêçà~åë= ~äáîÉI=
ëéêÉ~ÇáåÖ=íÜÉã=ÑìêíÜÉê=~åÇ=äÉííáåÖ=íÜÉã=áåÑÉÅí=íÜÉ=ÅçãéìíÉêëK=fí=áë=ìëÉêë=íÜ~í=ã~âÉ=ëìêÉ=íÜ~í=
ëé~ããÉêë= É~êå=ãçåÉó= çå= íÜÉáê= ~Åíáçåë= ~åÇ= âÉÉé= ÖçáåÖK= ^Åíì~ääó= êÉëÉ~êÅÜ= ëÜçï= íÜ~í= çå=
ëÉÅìêáåÖ=çåäáåÉ=ëÉêîáÅÉë= äáâÉ=Ä~åâáåÖI=Ö~ãÉëI=ïÉÄ=ëÜçéë=~åÇ=ëç=çåI= íÜÉ=ìëÉê=~êÉ=~=ãçêÉ=
áãéçêí~åí=Ñ~Åíçê=íÜ~å=ã~åó=çíÜÉê=ÉäÉãÉåíëK==

pl`f^i=sforpbp=

få=íÜÉ=ÄÉÖáååáåÖ=çÑ=^ìÖìëí=~=åÉï=îáêìë=áå=c~ÅÉÄççâ=ï~ë=êÉéçêíÉÇK=qÜÉ=îáêìë=ã~ÇÉ=çìí=íç=ÄÉ=
~=ÖêÉÉíáåÖ=Ñêçã=çåÉ=çÑ=óçìê=ÑêáÉåÇëI=ïêáíáåÖ=çå=“íÜÉ=t~ääÒK=få=íÜÉ=ãÉëë~ÖÉ=íÜÉêÉ=ï~ë=~=äáåâ=íç=
~å=~ääÉÖÉÇ=îáÇÉç=~í=dççÖäÉI=Äìí=ìéçå=ÅäáÅâáåÖ=çå= íÜÉ= äáåâ=óçì=ïÉêÉ=~ëâÉÇ= íç=Ççïåäç~Ç=~=
åÉï=îÉêëáçå=çÑ= íÜÉ= cä~ëÜ=éä~óÉêK= få= ëíÉ~Ç=çÑ= ÖÉííáåÖ= cä~ëÜ= áåëí~ääÉÇ= óçì= Öçí= ~= qêçà~å= íÜ~í=
ÅçìäÇ=ÄÉ=ìëÉÇ=Ñçê=ëéêÉ~ÇáåÖ=ã~äï~êÉ=~åÇ=ëç=çåK=qÜáë=áë=~=ÖççÇ=Éñ~ãéäÉ=çå=Üçï=îáêìëÉë=~êÉ=
ëéêÉ~ÇáåÖ=ïáíÜ=íÜÉ=ÜÉäé=çÑ=áÖåçê~åí=ìëÉêëK=
=
c~ÅÉÄççâI=jópé~ÅÉI=vçìqìÄÉI=jpk=~åÇ=ëç=çå=~êÉ=~ää=ÉñéçëÉÇ=íç=~=ÖêÉ~í=ÇÉ~ä=çÑ=îáêìëÉëK=
qÜÉëÉ= îáêìëÉë= ëÜçï= íÜ~í= íÜÉ= ìëÉêë= ã~âÉ= ~= åçêã~ä= çåäáåÉJëÉêîáÅÉ= áåíÉêÉëíáåÖ= Ñçê= Ü~ÅâÉêë=
ëéêÉ~ÇáåÖ=îáêìëÉëI=àìëí=ÄÉÅ~ìëÉ=íÜÉ=ìëÉêë=~êÉ=ÜÉäéáåÖ=ïáíÜ=íÜÉ=îáêìë=ëéêÉ~ÇK=^=ãÉëë~ÖÉ=ïáíÜ=
~=äáåâ=êÉÑÉêêáåÖ=íç=~=ëáíÉ=é~ëëáåÖ=~ë=ÄÉáåÖ=Ñêçã=ëçãÉçåÉ=óçì=âåçï=áë=ÉåçìÖÜ=íç=ã~âÉ=~=îáêìë=
ëéêÉ~ÇK=qÜÉ=ìëÉê=ÜáãëÉäÑ=áë=áÖåçê~åí=~Äçìí=íÜÉ=Ñ~Åí=íÜ~í=íÜÉ=äáåâ=ã~ó=ÇáêÉÅí=óçì=íç=~=îáêìëI=çê=
íÜÉ=ìëÉê= êÉ~ääó=ÄÉäáÉîÉë=íÜ~í= áí= áë=~= êÉ~ä= äáåâ=ëÉåí= Ñêçã=íÜÉ=éÉçéäÉ=ÜÉ=âåçïëK=pìÇÇÉåäó=óçì=
íÜÉå=Ü~îÉ=~=qêçà~å=çå=íÜÉ=ã~ÅÜáåÉI=ëéêÉ~ÇáåÖ=íÜÉ=îáêìë=ÑìêíÜÉêK=qÜáë=ä~ëí=óÉ~ê=ïÉ=Ü~îÉ=ëÉÉå=
~å= áåÅêÉ~ëÉ= áå= ëìÅÜ= îáêìëÉëK=jpk= áë= ëíáää= ~= éçéìä~ê= í~êÖÉíI= ~åÇ= ä~íÉäó= ïÉ= Ü~îÉ= ëÉÉå= íÜ~í=
c~ÅÉÄççâ=~åÇ=jópé~ÅÉ=~êÉ=ãçêÉ=éçéìä~ê=í~êÖÉíëK=

rpbo=qo^fkfkd=

qç=ã~âÉ=íÜÉ=ëÉêîáÅÉë=ãçêÉ=ëÉÅìêÉI=~åÇ=êÉÇìÅáåÖ=ëéêÉ~ÇáåÖ=çÑ=îáêìëÉëI=qêçà~åëI=ëé~ã=~åÇ=
ëç=çåI=áí=áë=ÜáÖÜäó=êÉÅçããÉåÇÉÇ=íç=ìëÉ=ëçãÉ=íáãÉ=íç=íê~áå=íÜÉ=ìëÉêëK=qÜÉ=ìëÉêë=ëÜçìäÇ=ÖÉí=
íê~áåáåÖ= áå= fåíÉêåÉí= ìëÉI= ÖÉåÉê~íáåÖ= é~ëëïçêÇëI= ÉJã~áä= ~åÇ= ä~ëí= Äìí= åçí= äÉ~ëí= íÜÉ= ëóëíÉãë=
íÜÉó=~êÉ=ÖçáåÖ=íç=ìëÉK=vçì=Å~å=åçí= äÉí=~=ìëÉê=Ü~åÇäÉ=~å=ÉäÉÅíêçåáÅ=Å~ëÜ=êÉÖáëíÉê= áÑ=íÜÉó=Çç=
åçí= âåçï= íÜÉ= ëóëíÉã= ïÉääI= çê= áÑ= åçí= íÜÉ= ëóëíÉã= áë= ÇÉëáÖå= ã~âáåÖ= áí= áãéçëëáÄäÉ= íç= ã~âÉ=
ãáëí~âÉëK= qÜÉ= ä~ííÉê= áë= çÑíÉå= Ü~êÇ= íç= áãéäÉãÉåíI= ~åÇ= ~= ÅçìêëÉ= áë= íÜÉêÉÑçêÉ= íÜÉ= ÄÉëí=
~ééêç~ÅÜK=
=
^=éÉêëçå~ä= ÅçãéìíÉê= ëÜçìäÇ=~äëç=Ü~îÉ=ìéÇ~íÉÇ= ÑáêÉï~ää= ~åÇ=~åíáîáêìë= ëçäìíáçå= áåëí~ääÉÇ=~í=
~åó=ÖáîÉå=éçáåí=çÑ=íáãÉK=^=ìëÉê=ïáää=çÑíÉå=ëìêÑ=íÜÉ=ïÉÄI=Ççïåäç~Ç=ëÉÉãáåÖäó=äÉÖáíáã~íÉ=ÑáäÉëI=
~åÇ=çéÉå=äáåâëI=ïáíÜçìí=íÜáåâáåÖ=~Äçìí=íÜÉ=ÅçåëÉèìÉåÅÉëK=qÜÉ=ìëÉê=ëÜçìäÇ=ÖÉí=ëçãÉ=ëçêí=çÑ=
íê~áåáåÖ=áå=Üçï=íÜÉëÉ=ëóëíÉã=ÑìåÅíáçåë=~åÇ=Üçï=íç=ÅçåÇìÅí=çåÉëÉäÑ=íç=íÜÉëÉ=ëóëíÉãëK=qÜÉêÉ=
~êÉ=äáííäÉ=ìëÉ=çÑ=ÖÉííáåÖ=~=ãÉëë~ÖÉ=íÜ~í=~=îáêìë=áë=äçÅ~íÉÇ=çå=óçì=ÅçãéìíÉê=áÑ=óçì=~êÉ=åçí=~ÄäÉ=
íç=ã~âÉ=íÜÉ=êáÖÜí=ãÉ~ëìêÉëI=áÑ=íÜÉ=~åíáîáêìë=áë=åçí=~ÄäÉ=íç=ÇÉäÉíÉ=áíK=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

32 %

48 %
5 %

13 %
2 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

=

=

Alerts with malicious intent

69 %

22 %
6 % 0 %3 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted
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qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=

Alerts - severe

32 %

12 %56 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
^ë=áå=éêÉîáçìë=éÉêáçÇëI=íÜÉêÉ=Ü~ë=ÄÉÉå=~=ä~êÖÉ=~ãçìåí=çÑ=~äÉêíë=~ë=~=êÉëìäí=çÑ=~Åíáîáíó=Ñêçã=
íÜÉ=fåíÉêåÉíI=íÜçìÖÜ=ïÉ=Ü~îÉ=ëÉÉå=~=äáííäÉ=äÉëë=~Åíáîáíó=íÜáë=ãçåíÜ=íÜ~å=É~êäáÉêK==jçëí=çÑ=íÜÉ=
~Åíáîáíó=áë=~íí~Åâë=~Ö~áåëí=ÅìëíçãÉê=ïáíÜáå=íÜÉ=Ñáå~åÅá~ä=ëÉÅíçêI=ïÜÉêÉ=íÜÉ=~íí~ÅâÉêÛë=Öç~ä=áë=
íç=Ö~áå=ãçåÉóK= = qÜÉêÉ=Ü~ë=~äëç=ÄÉÉå=ëÉîÉê~ä= ~äÉêíë= Ñêçã= “êÉëíêáÅíÉÇÒ=ëÉÖãÉåíëK=^ää= íê~ÑÑáÅ=
ïáíÜáå=êÉëíêáÅíÉÇ=ëÉÖãÉåíë=~êÉ=ëÉÉå=~ë=ëÉîÉêÉ=áÑ=áí=îáçä~íÉ=ïáíÜ=íÜÉ=åçêã~ä=íê~ÑÑáÅ=é~ííÉêåK==

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

81 %

15 %

3 %
1 %

0 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ= ã~áå= éÉêÅÉåí~ÖÉ= çÑ= êÉéçêíÉÇ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= áë= ã~áåäó= ÇáêÉÅíÉÇ= ~íí~Åâë=
íçï~êÇë=Ñáå~åÅá~ä=áåëíáíìíáçåëK=
=
qÜÉ=áåÅáÇÉåíë=áå=íÜÉ=êÉëíêáÅíÉÇ=òçåÉ=~êÉ=ã~áåäó=áÖåçê~åí=ìëÉêë=ÄêÉ~ÅÜáåÖ=~=Åçãé~åó=éçäáÅóK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=griv=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-Net

1355
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=

Reconnaissance attacks per C-Net Per date
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Average top 10 incidents per C-Net
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Top 10 - Attacks per country per C-Net
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`çãé~êÉÇ= íç= ä~ëí= ãçåíÜI= áí= áë= çÄëÉêîÉÇ= ~= ëã~ää= ÇÉÅêÉ~ëÉ= áå= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ=
~íí~ÅâK=i~ëí=ãçåíÜ=íÜÉêÉ=ï~ë=~=äçí=çÑ=~Åíáîáíó=íçï~êÇë=íÜÉ=sk`=ëÉêîáÅÉK=qÜáë=ëÉêîáÅÉ=áë=ëíáää=Üáí=
áå=~=ä~êÖÉ=ëÅ~äÉI=Äìí=åçí=~ë=ãìÅÜ=~ë=éêÉîáçìë=ãçåíÜK=fí=áë=ëÅ~åë=Ñçê=sk`=íÜ~í=~êÉ=íÜÉ=êÉ~ëçå=
Ñçê=~ää=íÜÉ=íçéë=ïÉ=ëÉÉ=áå=íÜÉ=ëí~íáëíáÅ=“mÉê=Ç~íÉÒK=líÜÉêïáëÉ=íÜÉêÉ=Ü~ë=ÄÉÉå=~å=áåÅêÉ~ëÉ=áå=
~Åíáîáíó=íçï~êÇë=sk`JNK=mçä~åÇ=áë=íÜÉ=ëçìêÅÉ=çÑ=íÜÉ=ã~àçêáíó=çÑ=íÜÉ=sk`=~åÇ=sk`JN=ëÅ~åëK==
=
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity per port/service per C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)
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