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=
l`ql_bo=OMMT=

=
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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
qÜÉ=äÉîÉä=çÑ=íê~ÑÑáÅ= áë=åÉ~êäó=~í=íÜÉ=ë~ãÉ=äÉîÉä=~ë=ä~ëí=éÉêáçÇI=Äìí=íÜÉ=íê~ÑÑáÅ= áë=ãçêÉ=ëéêÉ~Ç=
çìí=íÜêçìÖÜ=íÜÉ=ÉåíáêÉ=ãçåíÜK=lÑ=íÜÉ=ÄáÖÖÉê=êÉÅçåå~áëë~åÅÉ=~íí~Åâë=áí=áë=ã~áåäó=jp=pni=~åÇ=
sk`=ëÉêîáÅÉë=íÜ~í=áë=ÉñéçëÉÇK=sk`JN=áë=íÜÉ=ëÉêîáÅÉ=íÜ~í=Ü~Ç=íÜÉ=ãçëí=áåÅêÉ~ëÉ=íÜáë=éÉêáçÇK=
`Üáå~=Ü~ë=åçï=é~ëëÉÇ=íÜÉ=rp=çå=íÜÉ=íçé=NM=äáëíK=qÜáë=áë=ã~áåäó=ÇìÉ=íç=ëÉ~êÅÜÉë=íçï~êÇë=jp=
pniI=Äìí=`Üáå~=Ü~ë=ÄÉÉå=~ÅíáîÉ= íçï~êÇë=~ää=ëÉêîáÅÉëK=jÉñáÅç=Ü~ë=~äëç=Ü~Ç=~=ÄáÖ= áåÅêÉ~ëÉ=
íÜáë= éÉêáçÇK= tÜÉå= ïÉ= äççâ= ~í= ïçêã= ~åÇ= ëé~ã= íê~ÑÑáÅ= íÜÉêÉ= áëI= åçí= ìåÉñéÉÅíÉÇI= ~= ëã~ää=
ÇÉÅêÉ~ëÉ=íÜáë=éÉêáçÇ=~ë=ïÉääK==
=
cçÅìë=çÑ=íÜÉ=ãçåíÜ=éêÉëÉåíë=açp=~íí~ÅâëI=ÜáëíçêáÅ~ääó=~åÇ=íçÇ~óK=
=
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q^_ib=lc=`lkqbkqp=
fkqolar`qflkKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKQ=

qeob^q=ibsbi KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKR=

ob`lkk^fpp^k`b=^qq^`hp=^rdrpq=OMMT KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK R=
qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK S=
ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK T=
fkqbokbq=tlojp=^ka=pm^j KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK U=

^iboq=pq^qfpqf` KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKV=

e^kaiba=^iboqp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK V=
obmloqba=fk`fabkqp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NM=

cl`rp=lc=qeb=jlkqe=Ó=alp=^qq^`hpKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKNN=

abkf^i=lc=pbosf`b KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NN=
alp=efpqlovKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NN=
qeb=^qq^`hp=lc=qla^v KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NO=
`lrkqbojb^probp=^ka=obpmlkpbKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NP=
plro`bp KKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKKK NQ=
=
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fkqolar`qflk=

qÜáë= êÉéçêí= áë= Ä~ëÉÇ= çå= íÜêÉÉ= ã~áå= é~êíëW= qÜêÉ~í= äÉîÉäI= ^äÉêí= pí~íáëíáÅ= ~åÇ= cçÅìë= çÑ= íÜÉ=
jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~êë=ïÜÉå=~=
ëÉåëçê= êÉÅçÖåáòÉë=åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= Ñáíë= íÜÉ= áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå= íÜÉëÉ=
Å~ëÉë=~äÉêíë=ïáää=ÄÉ= íê~åëÑÉêêÉÇ= íç= íÜÉ=pÉÅçÇÉ=pl`= EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK=^ää=~äÉêíëI=
ÄçíÜ=Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉÇ=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=^rdrpq=OMMT=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=

Reconnaissance attacks pr monitored C-Net
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Reconnaissance attacks pr C-Net pr date
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=
qÜÉ=íê~ÑÑáÅ= äÉîÉä=íÜáë=ãçåíÜ= áë=åÉ~êäó=~í=íÜÉ=ë~ãÉ=äÉîÉä=~ë= ä~ëí=éÉêáçÇK=eçïÉîÉêI= ä~ëí=éÉêáçÇ=
íÜÉêÉ= ïÉêÉ= íïç= ëáÖåáÑáÅ~åí= éÉ~âë= ÇìêáåÖ= íÜÉ= éÉêáçÇI= ïÜáäÉ= ïÉ= áå= íÜáë= éÉêáçÇ= ëÉÉ= íÜ~í= íÜÉ=
íê~ÑÑáÅ= áë= ëéêÉ~Ç= ãçêÉ= çîÉê= íÜÉ= ÉåíáêÉ= éÉêáçÇK= qÜÉ= éÉ~â= çå= íÜÉ= NNíÜ= áë= êÉä~íÉÇ= íç= ~= ä~êÖÉ=
åìãÄÉê=çÑ=ëÉ~êÅÜÉë=íçï~êÇë=jp=pniI=ã~áåäó=Ñêçã=`Üáå~K=qÜÉ=éÉ~â=çå=íÜÉ=NRíÜ=áë=êÉä~íÉÇ=íç=
~=ä~êÖÉ=åìãÄÉê=çÑ=ëÉ~êÅÜÉë=íçï~êÇë=sk`JNI=ã~áåäó=Ñçêã=`Üáå~I=jÉñáÅç=~åÇ=páåÖ~éçêÉK=^ë=
Ñçê=íÜÉ=ä~ëí=éÉ~â=çÑ=íÜÉ=éÉêáçÇI=çå=íÜÉ=OVíÜI=íÜçëÉ=ëÉ~êÅÜÉë=~êÉ=ÇáêÉÅíÉÇ=íçï~êÇë=sk`K=
=
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ= íÜÉ= ä~ëí= íïç=ãçåíÜëK= qÜÉ=Çá~Öê~ã=ÇçÉë=åçí= ëÉé~ê~íÉ= ëÅ~åë= Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ=
Ñêçã=ÅçãÄáåÉÇ=ëÅ~åë=Ñçê=ëÉîÉê~ä=ëÉêîáÅÉëK=

Average top 10 incidents pr C-Net
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=

=
tÉ= ÅçåíáåìÉ= íç= ëÉÉ= ~= ÇÉÅêÉ~ëÉ= áå= íÜÉ= äÉîÉä= çÑ= íê~ÑÑáÅ= íçï~êÇë= sk`= íÜáë= éÉêáçÇI= ~åÇ= íÜáë=
éÉêáçÇ=jp=pni=áë=íÜÉ=ãçëí=ÉñéçëÉÇ=ëÉêîáÅÉK=
=
qÜÉ=ãçëí=ÇáëíáåÅí=ÇáÑÑÉêÉåÅÉ=ïÉ=ëÉÉ= Ñêçã= ä~ëí=éÉêáçÇ= áë= íÜÉ= áåÅêÉ~ëÉ= áå= ëÉ~êÅÜÉë= íçï~êÇë=
éçêí= RVMN= Esk`JNFK= sk`= ëÉêîáÅÉë= ~êÉ= ìåÇÉê= ~= ä~êÖÉ= ~ãçìåí= çÑ= éêÉëëìêÉ= ~í= ~ää= íáãÉëI= ~åÇ=
ÇìêáåÖ=ëçãÉ=íáãÉ=åçï=ëÉ~êÅÜÉë=Ü~îÉ=ÄÉÉå=ÇáêÉÅíÉÇ= íçï~êÇë=éçêí=RVMN=~åÇ=RVMO= Esk`JN=
~åÇ=sk`JOFK==
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ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë=~Åíáîáíó=áå=íÜÉ=ëí~íáëíáÅ=ÄÉäçï=áë=ã~áåäó=~ìíçã~íÉÇ=~íí~ÅâëI=ïÜáÅÜ=ÅçãÉë=Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Top 10 - Attacks pr country pr C-Net

0

50

100

150

200

250

300
C

hi
na U
S

S
ou

th
-

K
or

ea

N
or

w
ay

P
ol

an
d

Ta
iw

an

Fr
an

ce

M
ex

ic
o

G
er

m
an

y

R
us

si
a

September
August

=

=

`Üáå~=Ü~ë=é~ëëÉÇ=íÜÉ=äÉîÉä=çÑ=íê~ÑÑáÅ=ëÉÉå=Ñêçã=íÜÉ=rp=íÜáë=éÉêáçÇK=jçëí=çÑ=íÜÉ=íê~ÑÑáÅ=ëÉÉå=
Ñêçã=`Üáå~=áë=ëÉ~êÅÜÉë=Ñçê=jp=pni=íÜáë=éÉêáçÇI=Äìí=`Üáå~=áë=~ÅíáîÉ=íçï~êÇë=~ää=ëÉêîáÅÉëK=
=
tÉ= Å~å= ~äëç= ëÉÉ= íÜ~í=jÉñáÅç= Ü~ë= Ü~Ç= ~= ä~êÖÉ= áåÅêÉ~ëÉ= çÑ= íê~ÑÑáÅ= íÜáë= éÉêáçÇI= ~åÇ= áë= åçï=
~ãçåÖ= íÜÉ= íçé=NM=ÅçìåíêáÉë=çÑ=çêáÖáåK=^íí~Åâë= Ñêçã=jÉñáÅç=~êÉI= ~ë=éêÉîáçìëäó=ãÉåíáçåÉÇI=
êÉä~íÉÇ=íç=ëÉ~êÅÜÉë=íçï~êÇë=sk`JNK=
=
qÜÉêÉ=áë=ëíáää=~=ÇÉÅêÉ~ëÉ=áå=ëÉ~êÅÜÉë=Ñêçã=kçêï~óI=Äìí=kçêï~ó=áë=ëíáää=~í=íÜÉ=ë~ãÉ=éä~ÅÉãÉåí=
~ë=ä~ëí=éÉêáçÇK=kÉï=êÉéçêíë=Ñêçã=çíÜÉê=ëÉÅìêáíó=îÉåÇçêë=íÉää=ìë=íÜ~í=kçêï~ó=áë=~Åíì~ääó=çåÉ=çÑ=
íÜÉ=ãçëí=~ÅíáîÉ=ëçìêÅÉë=áå=çíÜÉê=ÅçìåíêáÉë=~ë=ïÉääK==
=
`Üáå~=áë=ÑçääçïÉÇ=Äó=íÜÉ=rp=~åÇ=pçìíÜJhçêÉ~=íÜáë=éÉêáçÇK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= ëìÅÜ= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜÉ=ïçêã=~åÇ=ëé~ã=íê~ÑÑáÅ=äÉîÉä=áë=ëíáää=ÇÉÅêÉ~ëáåÖ=ëäçïäóK=qÜÉêÉ=~êÉ=çåäó=ãáåçê=ÇáÑÑÉêÉåÅÉë=
~ãçåÖ=íÜÉ=Å~íÉÖçêáÉëK=qÜÉêÉ=áë=~=íêÉåÇ=íÜ~í=íÜÉ=~íí~Åâë=~êÉ=ÄÉáåÖ=ÉñÉÅìíÉÇ=Äó=ÄçíåÉí=çê=íÜ~í=
íÜÉ=~íí~Åâë=~êÉ=ãçêÉ=ÇáêÉÅíK=få=çíÜÉê=ïçêÇëI=áí= áë=~ë=ÉñéÉÅíÉÇ=íÜ~í=íÜÉêÉ=ïáää=ÄÉ=~=ÇÉÅêÉ~ëÉ=
ÜÉêÉK=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

10 %

39 %

7 %

44 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

25 %

70 %

5 % 0 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
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=
=
=

Alerts - severe

59 %

41 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

87 %

8 %
3 %1 % 1 %

DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
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cl`rp=lc=qeb=jlkqe=Ó=alp= q̂q̂ `hp=
aÉåá~ä= çÑ= pÉêîáÅÉ= EaçpF= ~íí~Åâë= Ü~îÉ= ÄÉÉå= ~êçìåÇ= Ñçê= ã~åó= óÉ~êëI= Äìí= Ü~îÉ= ÇÉîÉäçéÉÇ=
ÇìêáåÖ=íÜÉ=óÉ~êëK=få=íÜáë=ãçåíÜÛë=qÜêÉ~íë=~åÇ=qêÉåÇë=ïÉ=ïáää=í~âÉ=~=ÅäçëÉê=äççâ=~í=íÜÉ=Üáëíçêó=
çÑ=açp=~íí~Åâë=~åÇ=ïÜ~í=íçÇ~óÛë=íêÉåÇë=~êÉK=aÉåá~ä=çÑ=pÉêîáÅÉ=~íí~Åâë=áë=íçÇ~ó=íÜÉ=íóéÉ=çÑ=
~íí~Åâë=íÜ~í=Ü~îÉ=íÜÉ=éçíÉåíá~ä=íç=Çç=ãçëí=Ü~êã=çå=íÜÉ=fåíÉêåÉíK=tÜáäÉ=çíÜÉê=ïÉÄ=~íí~Åâë=~êÉ=
ãçêÉ=ÇáêÉÅíÉÇI= ~åÇ=çÑíÉå=Ü~îÉ=~= Ñáå~åÅá~ä=ãçíáîÉI=ã~åó=açp=~íí~Åâë=~êÉ=çåäó= ~ÑíÉê=ÇçáåÖ=
ëçãÉ=Ü~êãK=

abkf^i=lc=pbosf`b=

qçÇ~ó=aÉåá~ä=çÑ=pÉêîáÅÉ=~íí~Åâë=~êÉ=ÇáîáÇÉÇ=ã~áåäó=áåíç=íïç=~êÉ~ëX=íÜÉ=“ÅçããçåÒ=aÉåá~ä=çÑ=
pÉêîáÅÉ=~íí~ÅâëI=ïÜÉêÉ=íÜÉ=~íí~Åâ=áë=Ñêçã=çåÉ=ëçìêÅÉ=íçï~êÇë=çåÉ=ëóëíÉãI=~åÇ=íÜÉ=ëçJÅ~ääÉÇ=
aáëíêáÄìíÉÇ=aÉåá~ä=çÑ=pÉêîáÅÉ= EaaçpF=~íí~ÅâëI=ïÜáÅÜ=Åçåëáëí=çÑ=ã~åó=ÅçãéìíÉêë=~íí~ÅâáåÖ=
çåÉ=ëóëíÉãK=qÜÉ=ÅçãéìíÉêë=áå=~=aaçp=~íí~Åâ=ã~ó=ÉáíÜÉê=ÄÉ=~=é~êí=çÑ=~=ÄçíåÉíI=çê=áí=ã~ó=ÄÉ=
ÅçãéêçãáëÉÇ=ã~ÅÜáåÉë=ëÉåÇáåÖ=~=ä~êÖÉ=~ãçìåí=çÑ=Ç~í~=çå=íÜÉ=åÉíïçêâK=
=
^=açp=~íí~Åâ=áë=~å=~íí~Åâ=ïÜÉêÉ=íÜÉ=Öç~ä=áë=íç=ã~âÉ=~=ÅçãéìíÉê=ëóëíÉã=ìå~î~áä~ÄäÉ=íç=áíë=
áåíÉåÇÉÇ= ìëÉêëK= ^íí~Åâë= ã~ó= Ü~ééÉå= áå= ã~åó= ï~óëI= Äìí= íÜÉ= Öç~ä= áë= íç= ÉáíÜÉê= ÑçêÅÉ= íÜÉ=
ÅçãéìíÉê= íç= êÉëÉíI= áí= ÅçìäÇ= ~äëç= ã~âÉ= ëÉêîáÅÉë= ìå~î~áä~ÄäÉ= Äó= ìëáåÖ= êÉëçìêÅÉëI= çê= áí= áë=
çÄëíêìÅíáåÖ=ÅçããìåáÅ~íáçå=ÄÉíïÉÉå=ìëÉê=~åÇ=îáÅíáãK=

alp=efpqlov=

açp=~íí~Åâë=Ü~îÉ=ÇÉîÉäçéÉÇ=~äçåÖ=íÜÉ=fq=ÇÉîÉäçéãÉåí=~í=ä~êÖÉK=qÜÉêÉ=Ü~îÉ=ÄÉÉå=ëç=ã~åó=
áåÅáÇÉåíë=~åÇ=ÇÉîÉäçéãÉåíë=ïáíÜáå=açp=íÜ~í=áí=áë=ÇáÑÑáÅìäí=íç=ÖÉí=~ää=áå=~=íáãÉäáåÉK=pçãÉ=çÑ=íÜÉ=
ãçëí=áãéçêí~åí=ÉîÉåíë=áå=Üáëíçêó=~êÉ=êÉíçäÇ=ÜÉêÉK=

• mêáçê= íç= NVVRW= kç= ëéÉÅá~ä=ãÉíÜçÇë=ïÉêÉ= ~î~áä~ÄäÉ= ~í= íÜáë= éçáåíI= Äìí= açp= ~íí~Åâë=
ïÉêÉ= ÉñÉÅìíÉÇK= ^íí~Åâë= ~í= íÜáë= éçáåí= ïÉêÉ= ÉñÉÅìíÉÇ= Äó= ìëáåÖ= ëáãéäÉ= éêçÄáåÖ= çê=
ëÅ~åëK= pçãÉ= çÑ= íÜÉ= ~íí~Åâë= ïÉêÉ= ~Åíì~ääó= ~ë= ëáãéäÉ= ~ë= éÜóëáÅ~ääó= ÇÉëíêçóáåÖ=
ÅçãéìíÉêë=çê=ÅÜ~åÖáåÖ=ìëÉê=êáÖÜíë=~åÇ=ëç=çåK=

• NVVRW= “`Ü~ííÉêëÒ= ~êÉ= í~âáåÖ= Ççïå=ã~ÅÜáåÉë= Äó= ìëáåÖ= íÜÉ= éáåÖ= çÑ= ÇÉ~íÜK= máåÖ= çÑ=
ÇÉ~íÜ= áë= ëÉåÇáåÖ=~=ã~äÑçêãÉÇ=éáåÖ=é~ÅâÉí=ïáíÜ=~= ëáòÉ= íÜ~í= ÉñÅÉÉÇë= íÜÉ= ëáòÉ=çÑ= ~=
åçêã~ä=fmJé~ÅâÉíK=rëÉ=çÑ=kìâÉ=áë=~äëç=éçéìä~ê=~í=íÜáë=éçáåíK=qÜáë=~íí~Åâ=áë=ëáãáä~ê=íç=
íÜÉ=éáåÖ=çÑ=ÇÉ~íÜI=Äìí=ÜÉêÉ=íÜÉ=~íí~ÅâÉê=ëÉåÇë=~=ÜìÖÉ=~ãçìåí=çÑ=ëã~ää=f`jm=EéáåÖF=
é~ÅâÉíë=íçï~êÇë=çåÉ=í~êÖÉíK=

• NVVUW= pãìêÑ= ~íí~Åâë= ~êÉ= ÖÉííáåÖ= ãçêÉ= éçéìä~êK= pãìêÑ= ~íí~Åâë= ~êÉ= ÉñÉÅìíÉÇ= Äó=
ëÉåÇáåÖ= ~= ä~êÖÉ= ~ãçìåí= çÑ= f`jm= ÉÅÜç= é~ÅâÉíë= íç= Äêç~ÇÅ~ëí= ~ÇÇêÉëëÉëI= ïÜáÅÜ=
êÉëìäíë=áå=~=ÜìÖÉ=~ãçìåí=çÑ=ÉÅÜç=êÉéäáÉë=áå=íÜÉ=åÉíïçêâK=

• NVVVW=^=ÜìÖÉ=~ãçìåí=çÑ=Ç~í~=ÅçãáåÖ=Ñêçã=ÅçãéìíÉêë=ìåÇÉê=íÜÉ=Åçåíêçä=çÑ=Ü~ÅâÉêë=
áë=ÇáëÅçîÉêÉÇK==qÜáë=ÄÉÅçãÉ=âåçïå=~ë=aáëíêáÄìíÉÇ=aÉåá~ä=çÑ=pÉêîáÅÉ=EaaçpF=~íí~Åâë=
ëáåÅÉ= ãçëí= çÑ= íÜÉ= ~íí~ÅâÉêë= ìëÉë= ÜìåÇêÉÇëI= ã~óÄÉ= íÜçìë~åÇëI= çÑ= òçãÄáÉ=
ÅçãéìíÉêë=ÇáëíêáÄìíÉÇ=~ää=çîÉê=íÜÉ=fåíÉêåÉí=íç=ÉñÉÅìíÉ=íÜÉ=~íí~ÅâK=

• OMMMW= ^= aaçp= ~íí~Åâ= áë= í~âáåÖ= Ççïå= v~ÜççKÅçãI= É_~óI= ^ã~òçåKÅçã= ~åÇ=ã~åÉ=
çíÜÉê= ïÉÄëáíÉë= Ñçê= ëÉîÉê~ä= ÜçìêëK= ^ìíÜçêáíáÉë= ~êêÉëí= ~= NRJóÉ~ê= çäÇ= `~å~Çá~åI=
“ã~Ñá~ÄçóÒI= ~ÑíÉê= ÜÉ= Äê~Öë= ~Äçìí= íÜÉ= ~íí~Åâ= çå= fåíÉêåÉíK=eÉ= Ü~Ç=ã~å~ÖÉÇ= íç= ÖÉí=
Åçåíêçä= çîÉê= ëÉîÉê~ä= ÅçãéìíÉêë= ~í= ~= ä~Ä= çå= íÜÉ=råáîÉêëáíó= çÑ=`~äáÑçêåá~I=ïÜáÅÜ= ÜÉ=
íÜÉå=ìëÉÇ=íç=ÉñÉÅìíÉ=íÜÉ=~íí~ÅâK=fí=áë=Éëíáã~íÉÇ=íÜ~í=v~ÜççKÅçã=äçëí=A=RMMIMMM=ÇìÉ=
íç=ÇçïåíáãÉI=~åÇ=^ã~òçåKÅçã=äçëí=A=SMMIMMMK=

• OMMOW= ^=aaçp= ~íí~Åâ= Üáíë= V= çÑ= íÜÉ= NP= ëÉêîÉêë= íÜ~í= ~êÉ= íÜÉ= Ä~ÅâÄçåÉ= çÑ= fåíÉêåÉíK=
bîÉå= íÜçìÖÜ= íÜÉ=ëÅ~äÉ=çÑ= íÜÉ=Üçìê= äçåÖ=~íí~Åâ=ï~ë= ä~êÖÉI= fåíÉêåÉí=ìëÉêë= êÉã~áåÉÇ=
ã~áåäó=ìå~ÑÑÉÅíÉÇ=Äó=íÜÉ=~íí~ÅâK=pÉÅìêáíó=ÉñéÉêíë=ÄÉäáÉîÉ= íÜ~í= áÑ= íÜÉ=~íí~Åâ=ï~ë= íç=
ÅçåíáåìÉ=Ñçê=~=äçåÖÉê=éÉêáçÇ=çÑ=íáãÉ=áí=ïçìäÇ=Ü~îÉ=~=ÖêÉ~í=áãé~Åí=çå=íÜÉ=ÉäÉÅíêçåáÅ=
ÅçããìåáÅ~íáçå=ïçêäÇïáÇÉK=

• OMMPJOMMTW=pÉîÉê~ä=ïçêã=~íí~Åâë=Ü~îÉ=ÄÉÉå=ÉñÉÅìíÉÇ=ïáíÜ=ãçêÉ=çê= äÉëë=ëìÅÅÉëë=
ïÜÉå=áí=ÅçãÉë=íç=aÉåá~ä=çÑ=pÉêîáÅÉK=fí=ïáää=ÄÉ=íçç=ãìÅÜ=íç=äáëí=~ääI=Äìí=çåÉ=Éñ~ãéäÉ=áë=
íÜÉ=_ä~ëíÉê=ïçêãK=
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• cÉÄêì~êó=OMMTW=^= ä~êÖÉ=~íí~Åâ=ï~ë=ÉñÉÅìíÉÇ= íçï~êÇë=çåäáåÉ=Ö~ãÉ=ëÉêîÉêëI=ïÜÉêÉ=
ãçêÉ=íÜ~å=NMIMMM=Ö~ãÉêë=ïÉêÉ=~ÑÑÉÅíÉÇK=qÜÉ=~íí~Åâ=ï~ë= áåáíá~íÉÇ= Ñêçã=íÜÉ= ÑçêãÉê=
pçîáÉí=råáçåK=

=
qÜÉ=ÑáÖìêÉ=ÄÉäçï=íÉääë=ìë=Üçï=açp=~íí~Åâë=Ü~îÉ=ÇÉîÉäçéÉÇ=ÇìêáåÖ=íÜÉ=óÉ~êë=Ñêçã=NVVM=íç=
OMMMI=~åÇ=Üçï=áí=Ü~ë=ÄÉÅçãÉ=É~ëáÉê=Ñçê=~íí~ÅâÉêëK=qçÇ~ó=óçì=åÉÉÇ=ãáåáã~ä=çÑ=âåçïäÉÇÖÉ=íç=
ÄÉ=~=é~êí=çÑ=~=açp=~íí~ÅâK=qÜáë=áë=ÄÉÅ~ìëÉ=~=äçí=çÑ=ÅçÇÉ=~åÇ=ëçÑíï~êÉ=áë=~î~áä~ÄäÉ=çåäáåÉK=qÜÉ=
~íí~ÅâëI=ÜçïÉîÉêI=~êÉ=ãçêÉ=ëçéÜáëíáÅ~íÉÇ=íÜ~å=ÉîÉêK=
=

=
cáÖìêÉ=N=bîçäìíáçå=çÑ=açp=~íí~Åâë=

=

qeb=^qq^`hp=lc=qla^v=

j~åó=çÑ=íÜÉ=~íí~Åâ=ãÉíÜçÇë=ïÜáÅÜ=Ü~îÉ=ëìêÑ~ÅÉÇ=çîÉê=íÜÉ=ä~ëí=óÉ~êë=~êÉ=ëíáää= áå=ìëÉ=íçÇ~óK=
eçïÉîÉêI= íÜÉêÉ=~êÉ=ëäáã=ÅÜ~åÅÉë= Ñçê= íÜÉã=íç=ÄÉ=ëìÅÅÉëëÑìäI=ÄÉÅ~ìëÉ= fqJëÉÅìêáíó=Ü~ë=~äëç=
ÇÉîÉäçéÉÇ= ÇìêáåÖ= íÜáë= íáãÉK= lÑ= aÉåá~ä= çÑ= pÉêîáÅÉ= ~íí~Åâë= íÜÉêÉ= áë= ãçëíäó= aaçp= ~íí~Åâë=
Ü~ééÉåáåÖ=íçÇ~óI=~åÇ=íÜÉëÉ=~êÉ=ìëì~ääó=Ñêçã=~=òçãÄáÉ=åÉíI=çê=~=ÄçíåÉí=~ë=áí=áë=~äëç=Å~ääÉÇK=
qÜÉ=~íí~Åâë=~êÉ=íçÇ~ó=çÑíÉå=ÇáêÉÅíÉÇ=íç=ÄáÖÖÉê=åçÇÉë=çê=fpm=äÉîÉäI=ëç=íÜÉó=Üáí=~=ÄáÖÖÉê=é~êí=
çÑ=íÜÉ=fåíÉêåÉíK=
=
^=ÄçíåÉí=Åçåëáëíë=çÑ=ëÉîÉê~ä=òçãÄáÉ=ÅçãéìíÉêë=ïÜáÅÜ=Ü~îÉ=ÄÉÉå=ÅçãéêçãáëÉÇ=Äó=~=Ü~ÅâÉêI=
~=îáêìë=çê=~=qêçà~åK=jm~Åâ=ëçäìíáçåëI=çê=ëáãáä~êI=ã~ó=ÄÉ=ìëÉÇ=íç=ÅçãéêçãáëÉ=ÅçãéìíÉêë=íç=
ÄÉÅçãÉ=òçãÄáÉëK=få=~ÇÇáíáçå=íç=ÄÉ=ìëÉÇ=áå=aaçp=~íí~Åâë=íÜÉó=ïáää=~äëç=ÄÉ=ìëÉÇ=íçI=~ãçåÖ=
çíÜÉêëI=ëé~ã=~åÇ=éÜáëÜáåÖK=
=
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qÜÉ=ÑáÖìêÉ=ÄÉäçï=ëÜçïë=íÜÉ=ÇáÑÑÉêÉåí=~íí~Åâ=Å~íÉÖçêáÉë=ìåÇÉê=aaçp=~íí~ÅâëK=

=
cáÖìêÉ=O=aaçp=^íí~Åâ=`~íÉÖçêáÉë=

=
=
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