
 

=
=
=
=
=

pb`rofqv=
qeob^qp=^ka=qobkap=

=
j^v=OMMU=

=

DENMARK • FINLAND • NORWAY • SWEDEN • THE NETHERLANDS 

www.secode.com  info@secode.com  Secode Råsundavägen 12 SE-169 67 Solna Sweden  Tel +46 8 564 875 00 



 

pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få= OMMMI= pÉÅçÇÉ= ^_= ï~ë= ÑçìåÇÉÇ= áå= pïÉÇÉå= ~åÇ= ëí~êíÉÇ= áíë= OQLT= j~å~ÖÉÇ= pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
cçÅìë=çÑ=qÜÉ=jçåíÜ=ÖáîÉë=~=ëÜçêí=ÇÉëÅêáéíáçå=çÑ=íÜÉ=hê~âÉå=Äçí=åÉí=Ó=ëç=Ñ~ê=íÜÉ=ÄáÖÖÉëí=Äçí=
åÉí=ÇÉíÉÅíÉÇK=
=
qÜÉ=~äÉêí=ëí~íáëíáÅë=ëÜçï= íÜ~í=ãçëí=çÑ= íÜÉ=~äÉêíë=~êÉ= íêáÖÖÉêÉÇ=Äó=~íí~Åâë= Ñêçã=çìíëáÇÉ= íÜÉ=
ÅìëíçãÉêÛë= åÉíïçêâK= qÜÉëÉ= ~íí~Åâë= ~êÉ= ÉëéÉÅá~ääó= í~êÖÉíÉÇ= ~Ö~áåëí= ÅìëíçãÉê= ïáíÜáå= íÜÉ=
Ñáå~åÅá~ä=ëÉÅíçêK==
=
fí= Ü~ë= ÄÉÉå= ~= ÇÉÅêÉ~ëÉ= áå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= íÜáë= ãçåíÜI= ã~áåäó= ÄÉÅ~ìëÉ= çÑ= äÉëë=
~Åíáîáíó=íçï~êÇë=íÜÉ=sk`=ëÉêîáÅÉK=pé~ã=~åÇ=fåíÉêåÉí=ïçêãë=êÉã~áå=~í=~=ëí~ÄäÉ=äÉîÉäK==
=
=
=
=
=
==
=
=
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Äìáäí=çå=Ñçìê=ã~áå=é~êíëW=kÉïë=çÑ=íÜÉ=jçåíÜI=cçÅìë=çÑ=íÜÉ=jçåíÜI=qÜêÉ~í=äÉîÉäI=
~åÇ=^äÉêí=pí~íáëíáÅK==
=
kÉïë=çÑ=íÜÉ=jçåíÜ=áë=~=ÅÜ~éíÉê=ïÜáÅÜ=éêÉëÉåíë=íÜÉ=ÄáÖÖÉëí=fq=ëÉÅìêáíó=áåÅáÇÉåíë=êÉÖáëíÉêÉÇ=
Äó= çíÜÉê=ãÉÇá~K= qÜáë=ã~ó= ÄÉ= ÇÉÉé= ~å~äóëáëI= åÉï= îáêìëÉëI= åÉï= îìäåÉê~ÄáäáíáÉëI= çê= çíÜÉê= fq=
ëÉÅìêáíó=åÉïëK=
=
cçÅìë=çÑ= íÜÉ=jçåíÜ= áë=~å=~êíáÅäÉ=~Äçìí= êÉäÉî~åí= íçéáÅë=ïáíÜáå= fq=pÉÅìêáíóK=qÜÉëÉ=ãáÖÜí=ÄÉ=
íçéáÅë=ÇáëÅìëëÉÇ= áå=ãÉÇá~I= áåÅáÇÉåíë= íÜ~í=Å~å= áåÑäìÉåÅÉ= íÜÉ=íÜêÉ~í= äÉîÉäI=çê=ÅÜ~åÖÉë= áå= íÜÉ=
~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=ëìãã~êáÉë=Ñêçã=pÉÅçÇÉÛë=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=EjppFK=^å=
~äÉêí= ~ééÉ~êë= ïÜÉå= ~å= fap= çê= fmp= ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= ã~íÅÜÉë= íÜÉ=
áãéäÉãÉåíÉÇ=ëáÖå~íìêÉëLÑáäíÉêëI=~åÇ= áå=íÜÉëÉ=Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=íÜÉ=pÉÅçÇÉ=
pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
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kbtp=lc=qeb=jlkqe=

During a month several vulnerabilities will be published, and there will have been many 
security related news. We wish to present the most important vulnerabilities and the most 
interesting news in this chapter. We will emphasize that this is only a small part of the news 
the last month. Most cases, if not all, have been presented in Secode Norway’s newsletter 
during this month. 

mr_ifpeba=srikbo^_fifqfbp=

Novell Groupwise Buffer Overflow in ‘MailTo:’ ULS handler lets remote users execute 
arbitrary code.  
http://securitytracker.com/alerts/2008/Apr/1019942.html  
 
IBM Lotus Expeditor URI hanler command execution vulnerability 
http://www.securityfocus.com/bid/28926/info 
 
A new class of vulnerability in Oracle: Lateral SQL injection 
http://www.databasesecurity.com/dbsec/lateral-sql-injection.pdf 
 
CA Secure Content Manager ECSQDMD Deamon can be crashed by remote users 
http://aluigi.altervista.org/adv/ecsqdamn-adv.txt 
 
Firefly Media Server Content Length Buffer overflow 
http://sourceforge.net/project/showfiles.php?group_id=98211&package_id=105189&release_
id=593465 
 
OpenOffice Multiple Code Execution vulnerabilities 
http://www.openoffice.org/  
 
Clam AntiVirus Heap Overflow in Processing PeSpin Packed Files Lets Remote users 
Execute Arbitrary Code 
http://securitytracker.com/alerts/2008/Apr/1019851.html 
 
IBM Lotus Notes Buffer Overflows in Applix Viewer Lets Remote Users Execute Arbitrary 
Code 
http://securitytracker.com/alerts/2008/Apr/1019844.html 
 
IBM Lotus Notes Buffer Overflows in HTML Speed Reader Lets Remote Users Execute 
Arbitrary Code 
http://securitytracker.com/alerts/2008/Apr/1019843.html 
 
IBM Lotus Notes Heap Overflows in EML Reader Lets Remote Users Execute Arbitrary 
Code 
http://securitytracker.com/alerts/2008/Apr/1019842.html 
 
IBM Lotus Notes Stack Overflows in Folio Flat File Viewer Lets Remote Users Execute 
Arbitrary Code 
http://securitytracker.com/alerts/2008/Apr/1019841.html 
 
HP OpenView Network Node Manager Input Validation Flaw in 'OpenView5.exe' Lets 
Remote Users Traverse the Directory  
Link: http://securitytracker.com/alerts/2008/Apr/1019838.html  
 
HP OpenView Network Node Manager ovalarmsrv and ovtopmd Bugs Let Remote Users 
Deny Service   
http://securitytracker.com/alerts/2008/Apr/1019839.html  
 
Ciritcal Hole in Cisco products   
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http://www.heise-online.co.uk/news/Critical-hole-in-Cisco-products--/110481  
 
Oracle warns of citical DB server vulernabilities 
http://www.eweek.com/c/a/Security/Oracle-Warns-of-Critical-DB-Server-Vulnerabilities/ 

=

fk=qeb=kbtp=

Whitehats tackle the great botnet dilemma 
http://www.theregister.co.uk/2008/04/29/kraken_botnet_infiltrated/  
 
Malware carries end-user agreement 
http://www.vnunet.com/vnunet/news/2215490/malware-carries-user-agreement  
 
the new e-spionage threat 
http://www.businessweek.com/magazine/content/08_16/b4080032218430.htm  
 
FSA warns banks: Shap up on security 
http://news.zdnet.co.uk/security/0,1000000189,39406491,00.htm  
 
Interop labs test result: Microsoft gets IT NAC act together 
www.networkworld.com/research/2008/042808-ilabs-nac.html?fsrc=rss-security  
 
Bluetooth Security danger ignored, say experts 
http://news.zdnet.co.uk/security/0,1000000189,39397480,00.htm  
 
Patches pose significant risk, researchers say 
http://www.securityfocus.com/news/11514  
 
Procure and Microsoft team up on security  
http://news.zdnet.co.uk/security/0,1000000189,39397451,00.htm  
 
SSMTP: A simple alternative to SendMail 
http://www.linux.com/feature/132006  
 
The cybercrime economy 
http://www.informationweek.com  
 
The rise of the malware mafia 
http://www.theregister.co.uk/2008/04/11/organized_crime_embraces_net/  
 
Gartner: Windows collapsing under own weights 
http://news.zdnet.co.uk/software/0,1000000121,39384073,00.htm  
 
Every second web application contains between one and ten holes 
http://www.heise-online.co.uk/news/Every-second-web-application-contains-between-one-
and-ten-holes--/110515  
 
“The security business has no future” says IBM 
http://www.itpro.co.uk/security/news/186540/the-security-business-has-no-future-says-
ibm.html  
http://www.scmagazineus.com/From-RSA-Point-security-products-doomed-exhibitors-
say/article/108801/  
 
New warning over imminent Internet meltdown 
http://www.computerworlduk.com/management/online/isp/news/index.cfm?RSS&NewsId=83
84  
 
New attack kit targets bag of ActiveX bugs 
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http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9075
378&intsrc=hm_list  
 
New crimeware-As-A-Service market thriving 
http://www.darkreading.com/document.asp?doc_id=150319&WT.svl=news1_3  
 
Europe asks ISPs to help battle cybercrime 
http://www.securityfocus.com/brief/714  
http://www.coe.int  
 
Web attacks wont’s stop 
http://www.computerworld.com.au/index.php?id=1562691283&eid=-144  
 
Unusual banking Trojan found today 
http://www.f-secure.com/weblog/archives/00001411.html  
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cl`rp=lc=qeb=jlkqe=Ó=ho^hbk=_lq=kbq=
With a view to the last month’s news, this article sets new focus at bot net, and especially the 
Kraken bot net.  
 
Several researches which attended the RSA Security Conference in San Francisco in the 
beginning of April, claimed that bot net is the biggest threat at today’s internet. This is mainly 
because of the Ddos threat that increases proportional with the size of the zombie networks.  

ho^hbk=_lqkbq=

The Kraken bot, which share name with the legendary sea monster, was in April estimated to 
have created the largest bot net ever. Accurate size is impossible to calculate, and it has 
circulated several different versions regarding it’s size. Still, the reports say that Kraken have 
created a bot net twice as large as the Storm network that is previously thought to be the 
largest bot net.   
 
Kraken is special in it’s method to attempt to avoid antivirus, firewall and IPS solutions. 
Kraken take use of a domain generator algorithm, which is designed to allow that infected 
computers search for possible control servers, instead of using one single server. Infected 
computers communicate to their control server through HTTP instead of IRC, because IRC 
normally is thought to be more suspect. Additional, the commands sent from a Kraken 
infected computer to the control server, is encrypted.   
 
The latest variant of Kraken was probably distributed by MSN. The Kraken contains a 
method to generate different random filenames to the infected files. This makes it more 
difficult for spam- and antivirus filter.  
 

^=jlo^iiv=afibjj^=

The Kraken is calculated to be the largest bot net ever, something that made to researches 
at TippingPoint want to try to infiltrate the bot net. This has ended in a very interesting 
morally dilemma.  
 
The two researches Pedram Amini and Cody Pierce accomplished to create a fake Kraken 
server that could take control over Kraken infected computers. Straight away when the 
server was up and running, zombie computers from all over the world tried to connect to this 
server. During a week, it was recorded connection attempt from 25 000 unique computers, a 
number which still is growing. From this, TippingPoint think that the entire Kraken net might 
consist of up to 600 000 zombies, and that their two researches can take control over up to 
14 % of the total Kraken bot net.  
 
The possibility to take control over so many zombies, constitute to a morally dilemma: shall 
this control be used to clean ten thousands of infected computers, or shall one just let them 
be?  
 
It is inside disagreement in TippingPoint of what they are to do. The pros think that they 
should distribute an update that removes Kraken from the infected computers since they now 
have the seldom opportunity to do something with the largest, active bot net. With simple 
means a large amount of spam spreading computers can be removed. The opponents are 
sceptical to what such an update can bring, especially in connection with what an eventually 
system crash can result in for the unknowing user.  
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rpb=_^a=ql=al=dlla=

To use same techniques as the bad guys to do good work is often up to discussion. Below 
follows a few examples from the last month’s news on how the large threat of bot net can be 
dealt with: 
 
 Possibility to install patches through control servers in bot net as mentioned in previous 

section. This method part from the friendly worms idea in the way that you loose control 
over friendly worms when they first is released, while you in this example can control and 
stop the updated whenever you want 

 A team at University of Washington wants to fight bot nets by using swarms of good 
computers to neutralize the bad bot computers. Their system called Phaland, use large 
networks of computers to shield the protected server. All information to the server must 
pass through the protective computers, instead of the server being direct accessed. For 
more information, see: http://technology.newscientist.com/article/dn13753-to-defeat-a-
malicious-botnet-build-a-friendly-one.html  

 Bot net Pollution is another method to fight bot nets; vulnerabilities in the bot net’s p2p 
protocol are exploited to add polluted content into the bot net to disrupt the 
communication between the bots. This method is tested at the Storm network with 
positive result. For more information, see  
http://www.darkreading.com/document.asp?doc_id=151862&f_src=drdaily 

 

hfiabo=

[1]  Krakers 
http://www.theregister.co.uk/2008/04/28/kraken_botnet/  

[2] Move over Storm – there’s a bigger, stealthier botnet in town 
http://www.theregister.co.uk/2008/04/07/kraken_botnet_menace/ 

[2] Kraken botnet infiltration 
http://dvlabs.tippingpoint.com/blog/2008/04/28/kraken-botnet-infiltration 
 

  
=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=~êÉ=~ää=~å~äóòÉÇ=
Äó=pÉÅçÇÉ=pl`K= qÜÉ= ëí~íáëíáÅë= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~äÉêíë= éÉê= åÉí= ëÉÖãÉåí= íÜ~í= ~êÉ=
ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded
5 %

81 %

1 %
13 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

12 %

74 %

14 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ= ëÜçïë= íÜÉ=ÇáëíêáÄìíáçå= Ñçê= ~ää= ~äÉêíë= Å~ìëÉÇ=Äó= ~Åíáîáíó=ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
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=
=

Alerts - severe

96 %

4 % 0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ= Çá~Öê~ã= ~ÄçîÉ= ëÜçïë= íÜÉ= ÇáëíêáÄìíáçå= çÑ= ~ää= ~äÉêíë= Å~ìëÉÇ= Äó= ~Åíáîáíó= ïáíÜ=ã~äáÅáçìë=
áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=ÅçãéêçãáëÉÇK=
=
qÜÉêÉ= Ü~îÉ= ÄÉÉå= ãçëí= ~äÉêíë= Å~ìëÉÇ= Äó= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí= íÜáë= ãçåíÜI= ~åÇ= íÜÉ=
ã~àçêáíó=çÑ=íÜÉëÉ=~êÉ=é~êíë=çÑ=ÇáêÉÅíÉÇ=~íí~Åâë=íçï~êÇë=ÅìëíçãÉêë=ïáíÜáå=íÜÉ=Ñáå~åÅá~ä=ëÉÅíçêI=
ïÜÉêÉ=íÜÉ=~íí~ÅâÉêÛë=Öç~ä=áë=íç=Ö~áå=ãçåÉóK==

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

78 %

17 %

3 %
1 %

1 %
DMZ

Internett

Intra LAN

Partner LAN

Restricted

=
qÜÉ= ã~áå= éÉêÅÉåí~ÖÉ= çÑ= êÉéçêíÉÇ= áåÅáÇÉåíë= Ñêçã= íÜÉ= fåíÉêåÉí= áë= ã~áåäó= ÇáêÉÅíÉÇ= ~íí~Åâë=
íçï~êÇë=Ñáå~åÅá~ä=áåëíáíìíáçåëK=
=
qÜÉ=áåÅáÇÉåíë=áå=íÜÉ=êÉëíêáÅíÉÇ=òçåÉ=~êÉ=ã~áåäó=áÖåçê~åí=ìëÉêë=ÄêÉ~ÅÜáåÖ=~=Åçãé~åó=éçäáÅóK=
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=^mofi=OMMU=

qÜÉ= ëí~íáëíáÅë= áå= íÜáë= ëìÄÅÜ~éíÉê= ÖáîÉë= ~å= çîÉêîáÉï= çÑ= íÜÉ= ~îÉê~ÖÉ= åìãÄÉê= çÑ=
êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= éÉê= åÉíïçêâ= ìåÇÉê= ëìêîÉáää~åÅÉK= qçé= NM= ~îÉê~ÖÉ= êÉÅçåå~áëë~åÅÉ=
~íí~Åâë=Åçåí~áå=~=ëìãã~êó=çÑ=íÜÉ=ãçëí=Åçããçå=êÉÅçåå~áëë~åÅÉ=~íí~ÅâëX=ÉáíÜÉê=íÜÉ=ëÅ~å=áë=
Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ= çê= ~= ÅçãÄáå~íáçå= çÑ= ëÉîÉê~ä= ëÉêîáÅÉëK= qÜÉ=ã~äáÅáçìë= ~Åíáîáíó= áå= íÜÉ=
ëí~íáëíáÅë= ÄÉäçï= áë=ã~áåäó= ~ìíçã~íÉÇ= ~íí~ÅâëI= ïÜáÅÜ= ÅçãÉ= Ñêçã= áåÑÉÅíÉÇ= ÅçãéìíÉêë= EÉKÖK=
fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Reconnaissance attacks per monitored C-N et
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Average top 10 incidents per  C-Net
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Top 10 - Attacks per country per C-Net
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qÜÉ= íçí~ä= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ü~ë= ëÜçïå= ~= ÇÉÅêÉ~ëÉ= íÜáë= ãçåíÜK= qÜáë= áë=
Å~ìëÉÇ=Äó=äÉëëÉê=~Åíáîáíó=í~êÖÉíáåÖ=íÜÉ=sk`=ëÉêîáÅÉK=eçïÉîÉêI=sk`=áë=ëíáää=íÜÉ=ãçëí=ÑêÉèìÉåí=
ëÉ~êÅÜÉÇ=ëÉêîáÅÉK=^= ä~êÖÉ=éçêíáçå=çÑ= íÜÉ=sk`=ëÅ~åë=ï~ë=êÉÅçêÇÉÇ=OUíÜ=çÑ=^éêáäI=ëçãÉíÜáåÖ=
íÜ~í=ÅäÉ~êäó=áë=ëÜçïå=áå=íÜÉ=ëí~íáëíáÅ=~ÄçîÉK=
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity per port/service per C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

The activity towards the different services in the statistic above remains at a relatively stable 
level. As for previous periods, Msg SPAM is still the most targeted service. 
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