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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få=óÉ~ê=OMMMI=pÉÅçÇÉ=^_=ï~ë= ÑçìåÇÉÇ= áå=pïÉÇÉå=~åÇ=ëí~êíÉÇ= áíë=OQLT=j~å~ÖÉÇ=pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
få= íÜáë= éÉêáçÇ= íÜÉêÉ= Ü~ë= ÄÉÉå= ~= ëäáÖÜí= áåÅêÉ~ëÉ= áå= íÜÉ= íçí~ä= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ=
~íí~ÅâëK= bëéÉÅá~ääó=ïÉ= ëÉÉ= ~å= áåÅêÉ~ëÉ= íçï~êÇë=jópniI=ïÜáÅÜ=ïÉ= ìåÑçêíìå~íÉäó= Å~å= åçí=
êÉä~íÉ= íç= ~åó= âåçïå= îìäåÉê~ÄáäáíáÉë= çê= ~íí~Åâë= ~í= íÜáë=ãçãÉåíK= cìêíÜÉêI= ïÉ= ëÉÉ= ~=ã~êâÉÇ=
ÇÉÅêÉ~ëÉ= áå= íÜÉ= åìãÄÉê= çÑ= ëÉ~êÅÜÉë= Ñçê=kçêï~óI= áå= Åçãé~êáëçå=ïáíÜ=ïÜ~í=ïÉ= Ü~îÉ= ëÉÉå=
É~êäáÉêK=
=
qÜÉ=ÚcçÅìë=çÑ=íÜÉ=jçåíÜÛ=áå=íÜáë=áëëìÉ=ÅçîÉêë=åÉï=ëé~ã=~åÇ=qêçà~å=íêÉåÇë=çå=íÜÉ=fåíÉêåÉíK==

q^_ib=lc=`lkqbkqp=
fkqolar`qflk ........................................................................................... 3 

qeob^q=ibsbi............................................................................................. 4 
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fkqbokbq=tlojp=^ka=pm^j......................................................................... 7 
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Ä~ëÉÇ=çå=íÜêÉÉ=ã~áå=é~êíëX=qÜêÉ~í=äÉîÉäI=^äÉêí=pí~íáëíáÅ=~åÇ=
cçÅìë=çÑ=íÜÉ=jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~ê=ïÜÉå=~=
ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= Ñáí= íÜÉ= áãéäÉãÉåíÉÇ= ëáÖå~íìêÉëLÑáäíÉêëI= ~åÇ= áå= íÜÉëÉ=
Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=pÉÅçÇÉ=pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK=^ää=~äÉêíëI=ÄçíÜ=
Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉë=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=áë=~å=~êíáÅäÉ=~Äçìí=êÉäÉî~åí=íçéáÅë=ïáíÜáå=fq=pÉÅìêáíóK=
qÜÉëÉ=ãáÖÜí=ÄÉ=íçéáÅë=ÇáëÅìëëÉÇ=áå=ãÉÇá~I=áåÅáÇÉåíë=íÜ~í=Å~å=áåÑäìÉåÅÉ=íÜÉ=
íÜêÉ~í=äÉîÉäI=çê=ÅÜ~åÖÉë=áå=íÜÉ=~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=^mofi=OMMT=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=

Reconnaissance attacks pr monitored C-Net
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Reconnaissance attacks pr C-Net pr date
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=
qÜÉêÉ= Ü~ë= ÄÉÉå= ~å= áåÅêÉ~ëÉ= áå= íÜÉ= íçí~ä= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã=^éêáä= íç=
j~óK=qÜÉêÉ=~êÉ=åç=ëéÉÅá~ä=~íí~Åâë=ÄÉÜáåÇ=íÜÉ=éÉ~âë=ïÉ=ëÉÉI=Äìí= ê~íÜÉê= áåÅêÉ~ëÉÇ=ÖÉåÉê~ä=
íê~ÑÑáÅ=çå=íÜÉ=fåíÉêåÉíK=tÉ=Ü~îÉ=ÇìêáåÖ=íÜÉ=ä~ëí=ãçåíÜë=ëÉÉå=~=ãçêÉ=ìåáÑçêã=ÇáëíêáÄìíáçåI=~åÇ=
åç=ÇáëíáåÅí=~íí~Åâë=êìååáåÖ=çîÉê=~=ëÜçêí=~ãçìåí=çÑ=íáãÉK=
=
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ= íÜÉ= ä~ëí= íïç=ãçåíÜëK= qÜÉ=Çá~Öê~ã=ÇçÉë=åçí= ëÉé~ê~íÉ= ëÅ~åë= Ñçê= çåÉ= ëáåÖäÉ= ëÉêîáÅÉ=
Ñêçã=ÅçãÄáåÉÇ=ëÅ~åë=Ñçê=ëÉîÉê~ä=ëÉêîáÅÉëK=

Average top 10 incidents pr C-Net
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=
pÅ~åë=Ñçê=íÅé=éçêí=OVST=Epóã~åíÉÅ=^sF=Ü~îÉ=åçï=ëí~ÄáäáëÉÇK=tÉ=çåäó=ëÉÉ=ëã~ää=ÇáÑÑÉêÉåÅÉë=
áå=ëÉ~êÅÜÉë=íçï~êÇë=éçêí=OVST=áå=ÅçãÄáå~íáçå=ïáíÜ=çíÜÉê=éçêíëI=ïÜáäÉ=ëÉ~êÅÜÉë=íçï~êÇë=íÜÉ=
éçêí=~äçåÉ=Ü~ë=âÉéí=éêÉííó=ëí~ÄäÉK=cìêíÜÉê=ïÉ=ëÉÉ=~å=áåÅêÉ~ëÉ=áå=ëÉ~êÅÜÉë=íçï~êÇë=sk`=~åÇ=
kÉí_flpK=qÜÉ=ÄáÖÖÉëí= áåÅêÉ~ëÉI=ÜçïÉîÉêI=ïÉ=ëÉÉ=íçï~êÇë=íÅé=éçêí=PPMS=EjópniFK= fí= áë=Ñçê=
åçï= åçí= êÉÖáëíÉêÉÇ= ~åó= ïçêã= çê= îìäåÉê~Äáäáíó= ïÜáÅÜ= Å~å= ÄÉ= íÜÉ= ëçìêÅÉ= çÑ= íÜáë= áåÅêÉ~ëÉK=
eçïÉîÉêI=áå=ãáÇÇäÉ=çÑ=j~ó=íÜáë=áåÅêÉ~ëÉ=Ü~ë=ÄÉÉå=êÉÖáëíÉêÉÇ=Äó=çíÜÉê=Åçãé~åáÉë=~ë=ïÉääK=
=
táíÜ= ÉñÅÉéíáçå= Ñêçã= ëÉ~êÅÜÉë= íçï~êÇë=jópniI= ~ää= ëÉêîáÅÉë= Ü~îÉ=ÄÉÉå=çå= íÜÉ= íçé= NM= äáëí=
ÇìêáåÖ=íÜÉ=ä~ëí=ãçåíÜëK=
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ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë=~Åíáîáíó=áå=íÜÉ=ëí~íáëíáÅ=ÄÉäçï=áë=ã~áåäó=~ìíçã~íÉÇ=~íí~ÅâëI=ïÜáÅÜ=ÅçãÉë=Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇK==
=

Top 10 - Attacks pr country pr C-Net
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=

=

qÜÉ=êÉÇìÅíáçå=áå=ëÉ~êÅÜÉë=Ñêçã=íÜÉ=rp=ÅçåíáåìÉë=íÜáë=ãçåíÜI=~ë=ïÉ=Ü~îÉ=ëÉÉå=íÜÉ=ä~ëí=íçJ
íÜêÉÉ=ãçåíÜëK=oçã~åá~I=ïÜáÅÜ=ä~íÉäó=ÉåíÉêÉÇ=íÜÉ=äáëíI=Ü~ë=Ü~Ç=~=ëäáÖÜí=ÇÉÅêÉ~ëÉ=íÜáë=ãçåíÜI=
ïÜáäÉ=ïÉ=ëÉÉ=~å=áåÅêÉ~ëÉ=Ñêçã=râê~áåÉK=dÉåÉê~ääó=ïÉ=ëÉÉ=ãçêÉ=íê~ÑÑáÅ=Ñêçã=b~ëíJbìêçéÉ~å=
ÅçìåíêáÉë=åçï=íÜ~å=É~êäáÉêK=fí=áë=ÇáÑÑáÅìäí=íç=éáåéçáåí=íÜÉ=êÉ~ëçå=Ñçê=íÜáëK=
=
lìê=êÉ~ÇÉêë=áå=kçêï~ó=ã~ó=~äëç=åçíáÅÉ=íÜ~í=kçêï~ó=áë=çìí=çÑ=íÜÉ=äáëí=íÜáë=éÉêáçÇK=kçêï~ó=áë=
éä~ÅÉÇ=~ë=åìãÄÉê=íïÉäîÉI=ïÜáäÉ=ïÉ=ë~ï=kçêï~ó=~í=åìãÄÉê=íïç=ä~ëí=ãçåíÜK=qÜáë=ÇÉÅêÉ~ëÉ=
ã~ó=ÄÉ=ÇìÉ=íç=íÜÉ=Ñ~Åí=íÜ~í=ïÉ=Çç=åçí=ëÉÉ=~åó=íê~ÑÑáÅ=íçï~êÇë=jópniI=~ãçåÖ=çíÜÉêëI=Ñêçã=
kçêï~ó=~í=íÜáë=éçáåíK=
=
qÜÉ=rp=áë=íÜáë=éÉêáçÇ=ÑçääçïÉÇ=Äó=`Üáå~=~åÇ=pçìíÜJhçêÉ~K==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= ëìÅÜ= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå=
ëÉé~ê~íÉ=ëí~íáëíáÅëK=qÜáë=~ééäáÉë=Ñçê=ëÉêîáÅÉë=ãçëí=ÑêÉèìÉåíäó=í~êÖÉíÉÇ=Äó=fåíÉêåÉí=ïçêãë=~åÇ=
ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

tçêãJ=~åÇ=ëé~ã=íê~ÑÑáÅ=Ü~îÉ=çåÅÉ=~Ö~áå=ÇÉÅêÉ~ëÉÇK=bëéÉÅá~ääó= íê~ÑÑáÅ= íçï~êÇë=éçêí=NMOSI=
NMOT= ~åÇ= NMOU= EjÉëëÉåÖÉê= ëé~ãF= Ü~îÉ= ÄÉÉå= ÇÉÅêÉ~ëÉÇI= ~ÑíÉê= ïÉ= ë~ï= ~= êÉä~íáîÉäó= ÄáÖ=
áåÅêÉ~ëÉ=ä~ëí=ãçåíÜK=qÜÉ=çíÜÉê=Å~íÉÖçêáÉë=êÉã~áå=ëí~ÄäÉK=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=
~êÉ=~ää=~å~äóòÉÇ=Äó=pÉÅçÇÉ=pl`K=qÜÉ=ëí~íáëíáÅë=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=
~äÉêíë=éÉê=åÉí=ëÉÖãÉåí=íÜ~í=~êÉ=ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=áåëí~ääÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ=ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ=ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=áå=~=äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~=îÉêó=ïÉää=

ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

14 %

43 %

12 % 1 %

30 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

25 %

69 %

6 % 0 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
=
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qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=
=

Alerts - severe
6 %

94 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=
ÅçãéêçãáëÉÇK=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

93 %

5 %1 % 1 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
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cl`rp=lc=qeb=jlkqe=Ó=kbt=qobkap=
qÜÉ=ëéêÉ~ÇáåÖ=çÑ=qêçà~åëI=ëé~ã=~åÇ=îáêìë=Åçåëí~åíäó=ÑáåÇë=åÉï=ï~óëI=~åÇ=áí=ÄÉÅçãÉë=ãçêÉ=
~åÇ=ãçêÉ= ÇáÑÑáÅìäí= íç= êÉîÉ~ä= íÜÉ= åÉï=ãÉíÜçÇëK= få= “cçÅìë= çÑ= íÜÉ=jçåíÜÒ=ïÉ=ïáää= äççâ= áåíç=
íÜÉëÉ=åÉï=ï~óë=íç=ëéêÉ~Ç=qêçà~åë=~åÇ=ëé~ãK=^ää=ãÉíÜçÇë=ÇÉëÅêáÄÉÇ=Ü~îÉ=ëìêÑ~ÅÉÇ=ÇìêáåÖ=
íÜÉ=ä~ëí=ãçåíÜëK==

jbaf^=mi^vbop=

pçJÅ~ääÉÇ= _áí= qçêêÉåí= ÅäáÉåíë= áåÅäìÇáåÖ= ã~äï~êÉ= Ü~îÉ= ëìêÑ~ÅÉÇ= ä~íÉäóK= qçêêÉåíNMNI= _áíoçääI=
qçêêÉåín=~åÇ=dÉíqçêêÉåí=~êÉ=~ää=Éñ~ãéäÉë=çå=ëìÅÜ=ÅäáÉåíëK=i~íÉäó=áí=áë=êÉÖáëíÉêÉÇ=íÜ~í=íÜÉëÉ=
âáåÇ=çÑ=ã~äï~êÉ=áë=ëéêÉ~ÇáåÖ=íêçìÖÜ=ãÉÇá~=éä~óÉêë=íççK=qÜáë=Ü~ééÉåë=áå=íÜÉ=ÑçääçïáåÖ=ï~óK=

NK qÜÉ=ìëÉê=Ççïåäç~Çë=~=ãçîáÉI=~=qs=ëÜçï=çê=ëáãáä~ê=Ñêçã=íÜÉ=fåíÉêåÉíK=
OK tÜÉå=íÜÉ=ìëÉê=íêáÉë=íç=éä~ó=íÜÉ=ÑáäÉI=~=ãÉëë~ÖÉ=ë~óáåÖ=óçì=Ü~îÉ=íç=Ü~îÉ=Pïmä~óÉê=íç=

éä~ó= íÜÉ= ÑáäÉ= ~ééÉ~êë= E“qÜáë=ãÉÇá~= ÑáäÉ= Å~å=çåäó= ÄÉ=éä~óÉÇ= ìëáåÖ= Pïmä~óÉêI= íÜ~í= áë=
ÅçãéäÉíÉäó=cobbK=mäÉ~ëÉ=îáëáí=éä~óçåKéä~óPïKÅçã=íç=Ççïåäç~ÇKÒF=

PK qÜÉ=ìëÉê=Ççïåäç~Çë=íÜÉ=éä~óÉê=~åÇ=ÖÉíë=ã~äï~êÉ=ïáíÜ=áíK=
=
qÜáë= áë= íÜÉ= çåäó= âáåÇ= çÑ= ãÉÇá~= éä~óÉê= ïÉ= Ü~îÉ= âåçïäÉÇÖÉ= íç= ~í= íÜáë= éçáåíI= ëéêÉ~ÇáåÖ=
ã~äï~êÉK=qÜáë=ÄÉÅ~ãÉ=âåçïå=áå=ä~íÉ=j~óI=~åÇ=áí=áë=íÜÉêÉÑçêÉ=åçí=ìåäáâÉäó=íÜ~í=åÉï=éêçÖê~ãë=
çÑ=íÜáë=âáåÇ=ïáää=ëìêÑ~ÅÉ=ëÜçêíäóK=

vlrqr_b=qolg^kp=

tÉÄëÉåëÉ=êÉÖáëíÉêÉÇ=çåäó=~= ÑÉï=Ç~óë=~Öç=~=åÉï=ï~ó=íç=ëéêÉ~Ç=ÅêáãÉï~êÉ= íÜêçìÖÜ=îáÇÉç=
Åäáéë=çå=vçìqìÄÉK=`êáãÉï~êÉ=áë=ëã~ää=éêçÖê~ãë=ã~ÇÉ=íç=êÉíêáÉîÉ=áåÑçêã~íáçå=ïÜáÅÜ=Å~å=ÄÉ=
ìëÉÇ=íç=~ÅÅÉëë=çåäáåÉ=Ñáå~åÅá~ä=ëÉêîáÅÉëK=pçãÉ=çÑ=íÜÉ=Åäáéë=~í=vçìqìÄÉ=ïáää=~Åíáî~íÉ=~=qêçà~åI=
îá~=~=ÑáäÉ=Å~ääÉÇ=“vçìqìÄÉMQRSTÒI=ïÜáÅÜ=áë=äç~ÇÉÇ=áåíç=íÜÉ=ìëÉêÛë=ÅçãéìíÉêK=qÜÉ=qêçà~å=ïáää=
íÜÉå=Åçéó=áåÑçêã~íáçå=Ñêçã=íÜÉ=ÅçãéìíÉê=~åÇ=íê~åëÑÉêë=áí=íç=~=êÉãçíÉ=ëÉêîÉêK=
=
b~êäáÉê=îáêìëÉë=~åÇ=qêçà~åë=ëéêÉ~ÇáåÖ=íÜêçìÖÜ=ëÉêîáÅÉë=äáâÉ=vçìqìÄÉ=Ü~îÉ=ÄÉÉå=êÉÖáëíÉêÉÇK=
qÜÉëÉ=îáêìëLqêçà~åë= áë= äç~ÇÉÇ=~ë=~=ëçJÅ~ääÉÇ=ÅçÇÉÅI=ïÜáÅÜ= áë=“åÉÅÉëë~êóÒ=íç=éä~ó=íÜÉ=ÑáäÉëK=
qÜáë=ä~ëí=qêçà~å=êÉÖáëíÉêÉÇ=çå=vçìqìÄÉ=ëÜçïë=íÜ~í=åÉï=ëéêÉ~ÇáåÖ=ãÉíÜçÇë=~êÉ=ÇÉîÉäçéÉÇ=
~ää=íÜÉ=íáãÉI=~åÇ=íÜ~í=áí=çåäó=ÄÉÅçãÉë=ãçêÉ=ÇáÑÑáÅìäí=íç=ëÉÅìêÉ=~Ö~áåëí=íÜáëK=

phvmb=qolg^kp=

qêçà~åë= ëéêÉ~ÇáåÖ= íÜêçìÖÜ= pâóéÉ=ï~ë= Ñáêëí= áåíêçÇìÅÉÇ= áå=aÉÅÉãÄÉê= OMMSK= ^ÑíÉê= íÜáë= åÉï=
pâóéÉ= qêçà~åë= Ü~ë= ÄÉÉå= êÉÖáëíÉêÉÇ= ã~åó= íáãÉëI= ïáíÜ= ëçãÉ= åÉï= ÑÉ~íìêÉëK= pçãÉ= çÑ= íÜáë=
qêçà~åë= Éñéäçáí= îìäåÉê~ÄáäáíáÉë= áå= íÜÉ= pâóéÉ= éêçíçÅçäI= ïÜáäÉ= çíÜÉêë= Éñéäçáí= ìëÉêÛë= ëáãéäÉJ
ãáåÇÉÇåÉëë=~åÇ=Å~êÉäÉëëåÉëëK==
=
j~êë=OOåÇ=~=åÉï=qêçà~åë=ï~ë=êÉÖáëíÉêÉÇK=qÜáë=qêçà~å=ïçêâÉÇ=Äó=ÖáîáåÖ=íÜÉ=ìëÉê=~=ãÉëë~ÖÉ=
ã~êâÉÇ=“`ÜÉÅâ=íÜáë=ìéÒ=~åÇ=ïáíÜ=~=äáåâ=íç=~=ïÉÄëáíÉK=lå=íÜÉ=ïÉÄëáíÉ=íÜÉ=ìëÉê=áë=êÉèìÉëíÉÇ=
íç=ÅäáÅâ=çå=~å=ÉñÉÅìí~ÄäÉ=ÑáäÉI=ïÜáÅÜ=íÜÉå=ïáää=Ççïåäç~Ç=~åÇ=êìå=ã~äáÅáçìë=ÅçÇÉK=qÜÉ=ÅçÇÉ=
íÜÉå=ëéêÉ~Çë=íç=çíÜÉê=pâóéÉ=ìëÉêë=íÜêçìÖÜ=íÜÉ=Åçåí~Åí=äáëí=çå=íÜÉ=ÅçãéìíÉêK==
=
páãáä~ê=qêçà~åë=Ü~îÉ=~äëç=ÄÉÉå=ëÉÉå=áå=jpkI=~åÇ=íÜÉ=êìäÉ=~êçìåÇ=íÜáë=áë=ÅäÉ~êW=aç=åçí=ÅäáÅâ=
çå=~åó=äáåâë=áå=fjJãÉëë~ÖÉë=áÑ=óçì=~êÉ=åçí=NMMB=ëìêÉ=áí=áë=ëÉåí=Äó=ëçãÉçåÉ=óçì=íêìëíK=

pm^j=

^í=íÜáë=ãçãÉåí=çåÉ=çÑ=íÜÉ=ãçëí=ÇáëÅìëëÉÇ=íçéáÅë=áå=fq=åÉïë=~êÉ=ëé~ãK=låÉ=çÑ=íÜÉ=êÉ~ëçåë=
Ñçê= íÜáë= áë=~å=ìåÇÉêÖçáåÖ=íêá~ä= áå= íÜÉ=rpI=ïÜÉêÉ= áí=ÄÉÅ~ãÉ=âåçïå=íÜ~í= íÜÉ= áåÑçêã~åí= áå= íÜÉ=
Å~ëÉ= ã~ÇÉ= åÉ~ê= íç= QMKMMM= Ççää~ê= éÉê= ïÉÉâ= çå= ëé~ãK= qÜÉ= ÇÉÑÉåÇ~åí= áå= íÜÉ= Å~ëÉI= ïÜáÅÜ=
éäÉ~ÇÉÇ=ÖìáäíóI=Ü~Ç=ëÉåí=NKOT=ãáääáçå=ëé~ã=ÉJã~áäë=íç=^li=ëìÄëÅêáÄÉêëK=qÜÉ=ÇÉÑÉåÇ~åí=Ü~îÉ=
~äëç=ëéêÉ~Ç=ëé~ã= áå=~= ä~êÖÉ=ëÅ~äÉ=ÄÉÑçêÉ=ÜÉ=ï~ë=Å~ìÖÜí= Ñçê= íÜáëI=Äìí= íÜÉêÉ=~êÉ=åç=çê= ÑÉï=
ÉîáÇÉåÅÉ=Ñçê=íÜáë=~åÇ=ÜÉ=Üáë=íÜÉêÉÑçêÉ=åçí=ÅÜ~êÖÉÇ=Ñçê=áíK==
=
qÜÉ= Ä~ííäÉ= ~Ö~áåëí= ëé~ã= ÄÉÅçãÉë= ãçêÉ= ÇáÑÑáÅìäí= ÉîÉêó= Ç~ó= íÜ~í= ÖçÉë= ÄóI= ÄÉÅ~ìëÉ= íÜÉ=
ÅçãéìíÉêë=ÄÉÜáåÇ=ëé~ã=~êÉ=ÖÉííáåÖ=ãçêÉ=áåíÉääáÖÉåíK=tÜáäÉ=É~êäáÉê=íÜÉ=éêçÄäÉã=ï~ë=ÄáÖÖÉëí=
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Ñçê= ÉJã~áäI= ïÉ= åçï= ëÉÉ= íÜ~í= ÑêÉÉ= ëÉêîáÅÉë= çå= íÜÉ= fåíÉêåÉí= EÑçêìãI= ÄäçÖ= ~åÇ= ëç= ÑçêíÜF= ~êÉ=
ÉñéçëÉÇ=ãçêÉ=åçïK= fåíÉêåÉíJÄçíë=êÉÖáëíÉê= Ñ~äëÉ=ìëÉêëI= Ñáääë= Ñçêìãë=ïáíÜ=ëé~ãJäáåâë=çê=éçëí=
ëé~ãJäáåâë=~ë=ÅçããÉåíë=çå=ÄäçÖëK=
=
b~êäáÉê=~=ëçäìíáçå=íç=íÜÉ=éêçÄäÉã=ïçìäÇ=ÄÉ=íç=~ÇÇ=~=ëçJÅ~ääÉÇ=`^mq`e^JÄäçÅâ=E`çãéäÉíÉäó=
^ìíçã~íÉÇ=mìÄäáÅ=qìêáåÖ=íÉëí=íç=íÉää=`çãéìíÉêë=~åÇ=eìã~åë=^é~êíFK=qÜÉ=éêçÄäÉã=ïáíÜ=íÜáë=
ëçäìíáçå=áë=íÜ~í=áå=çêÇÉê=íç=ã~âÉ=íÜÉã=ìåêÉ~Ç~ÄäÉ=Ñçê=ÅçãéìíÉêë=íÜÉ=íÉëí=ãìëí=ÄÉ=ëç=ÇáÑÑáÅìäí=
íÜ~í=éÉçéäÉ=ïçìäÇ=Ü~îÉ=éêçÄäÉã=ïáíÜ=áí=íççK=få=çíÜÉê=ïçêÇëI=íÜÉ=íÉëí=ãìëí=ëçãÉÜçï=“ÑççäÒ=
íÜÉ=ÅçãéìíÉê=ëáåÅÉ=áí=Ü~ë=åçí=íÜÉ=~Äáäáíó=íç=íÜáåâ=Äó=áíëÉäÑI=áí=çåäó=ÇçÉë=ïÜ~í=áí=áë=íÜçìÖÜí=íç=
ÇçK=^å=Éñ~ãéäÉ=ã~ó=ÄÉ=íç=ìëÉ=~=ëáãéäÉ= áåíÉääáÖÉåÅÉ=èìÉëíáçåI=ïÜÉêÉ=íÜÉ=~åëïÉê=ÅçìäÇ=ÄÉ=
çåÉ=çÑ=ëÉîÉê~ä=éáÅíìêÉëK==
=
p~ÇäóI=íÜáë=áë=íÜÉ=~êÉ~=ïÜÉêÉ=áí=ÄÉÅçãÉë=ÅäÉ~êX=~ë=äçåÖ=~ë=íÜÉ=ëíêáåÖJéìääÉêë=ã~âÉ=ãçåÉó=íÜÉ=
éêçÄäÉã=ïáää=åçí=Çáë~ééÉ~êK==
=
=

=


