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pb`lab=^_=
pÉÅçÇÉ=ÜÉäéë=Åçãé~åáÉë=~åÇ=çêÖ~åáò~íáçåë=Ö~áå= áåëáÖÜíI=ÅçãéÉíÉåÅÉ=~åÇ=íÜÉêÉÄó=Åçåíêçä=
çîÉê= íÜÉáê= çéÉê~íáçåë= Ñêçã= ~= ÅçãéäÉíÉ= fq= ëÉÅìêáíó= éÉêëéÉÅíáîÉK=tÉ= ÇÉäáîÉê= éêç~ÅíáîÉ= ~åÇ=
éÉêéÉíì~ä= îáÖáä~åÅÉ= ïáíÜáå= íïç= ~êÉ~ëW= OQLT= j~å~ÖÉÇ= pÉÅìêáíó= pÉêîáÅÉë= ~åÇ= pÉÅìêáíó=
`çåëìäíáåÖK=
=
qÜÉ=`çãé~åó=ï~ë=çêáÖáå~ääó=ÑçìåÇÉÇ=áå=NVUS=~ë=póëíÉã=páââÉêÜÉí=^LpI=áå=^êÉåÇ~äI=kçêï~óK=
få=óÉ~ê=OMMMI=pÉÅçÇÉ=^_=ï~ë= ÑçìåÇÉÇ= áå=pïÉÇÉå=~åÇ=ëí~êíÉÇ= áíë=OQLT=j~å~ÖÉÇ=pÉÅìêáíó=
pÉêîáÅÉë= ~åÇ= pÉÅìêáíó= `çåëìäíáåÖK= qÜÉ= íïç= Åçãé~åáÉë=ãÉêÖÉÇ= áå= g~åì~êó= OMMQI= íÜÉêÉÄó=
ÑçêÖáåÖ= íÜÉ= äÉ~ÇáåÖ= aáÖáí~ä= pÉÅìêáíó= `çãé~åó= áå= íÜÉ= kçêÇáÅ= êÉÖáçåK= få= j~êÅÜ= OMMS= íÜÉ=
cáååáëÜ= fqJëÉÅìêáíó=Åçãé~åó=kÉíëçä=lv= EÑçìåÇÉÇ= áå=NVVSF=ï~ë=ãÉêÖÉÇ= áåíç=pÉÅçÇÉK=cêçã=
íÜÉ= Ñáêëí= çÑ= g~åì~êó=OMMT=pÉÅçÇÉ=Ü~ë=Éëí~ÄäáëÜÉÇ=ë~äÉëJçÑÑáÅÉë= áå=ÄçíÜ=aÉåã~êâ=~åÇ=qÜÉ=
kÉíÜÉêä~åÇë= ~åÇ= ÇÉäáîÉêë= fqJëÉÅìêáíó= ëÉêîáÅÉë= íç= ÅìëíçãÉêë= áå= íÜÉëÉ= ÅçìåíêáÉë= ~ë= ïÉääK=
pÉÅçÇÉ=ÜÉäéë=ã~åó=ÅìëíçãÉêë=áå=éêáî~íÉ=~åÇ=éìÄäáÅ=ëÉÅíçêëI=Ñêçã=ëÉîÉå=ÇáÑÑÉêÉåí=äçÅ~íáçåëI=
ìëáåÖ=ÅäçëÉ=íç=UR=ëÉÅìêáíó=ëéÉÅá~äáëíëK=qÜÉëÉ=ëéÉÅá~äáëíë=Ü~îÉ=äçåÖ=ÉñéÉêáÉåÅÉ=Ñêçã=ÄìáäÇáåÖ=
ä~êÖÉ=ÅçãéìíÉê=åÉíïçêâë=~åÇLçê=ìéJíçJÇ~íÉ=fq=ëÉÅìêáíó=ÅçãéÉíÉåÅÉK=pÉÅçÇÉ=^_=íçÇ~ó=Ü~ë=
ãçêÉ=íÜ~å=NMM=ÉãéäçóÉÉëK=
=
^ää= íÜáë= íçÖÉíÜÉê=ã~âÉë=pÉÅçÇÉ= íÜÉ= äÉ~ÇáåÖ=kçêíÜÉêå=bìêçéÉ~å=aáÖáí~ä= pÉÅìêáíó=`çãé~åó=
ïáíÜáå=j~å~ÖÉÇ=pÉÅìêáíó=pÉêîáÅÉë=ÅçãÄáåÉÇ=ïáíÜ=fqJpÉÅìêáíó=`çåëìäí~åÅó=pÉêîáÅÉëK=

prjj^ov=
qÜÉ= íçí~ä= åìãÄÉê= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ü~ë= ëÜçïå= ~å= áåÅêÉ~ëÉ= ÇìêáåÖ= g~åì~êóK= ^=
åìãÄÉê=çÑ=îìäåÉê~ÄáäáíáÉë=áå=póã~åíÉÅ=ëçÑíï~êÉ=ï~ë=éìÄäáëÜÉÇ=~í=íÜÉ=ÉåÇ=çÑ=aÉÅÉãÄÉêI=~åÇ=
áë=ãçëíäó=íÜÉ=çêáÖáå=çÑ=íÜÉ=áåÅêÉ~ëÉÇ=~ÅíáîáíóK==
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=í~âÉë=~=ÅäçëÉê=äççâ=~í=íêÉåÇë=~ãçåÖëí=íÜÉ=óçìíÜK===

q^_ib=lc=`lkqbkqp=
fkqolar`qflk ........................................................................................... 3 

qeob^q=ibsbi............................................................................................. 4 
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fkqolar`qflk=

qÜáë=êÉéçêí=áë=Ä~ëÉÇ=çå=íÜêÉÉ=ã~áå=é~êíëX=qÜêÉ~í=äÉîÉäI=^äÉêí=pí~íáëíáÅ=~åÇ=
cçÅìë=çÑ=íÜÉ=jçåíÜK==
=
qÜêÉ~í= äÉîÉä= áë= ~= éêÉëÉåí~íáçå= çÑ=ïÜ~í= íÜêÉ~íë= çêÖ~åáò~íáçåë= ~êÉ= ÉñéçëÉÇ= íç= íÜêçìÖÜ= íÜÉáê=
fåíÉêåÉí= ÅçååÉÅíáçåK= få= íÜáë= íÜêÉ~í= Éî~äì~íáçåI= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë= Ñêçã= íÜÉ= fåíÉêåÉí=
~Ö~áåëí=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=~êÉ=~å~äóòÉÇ=~åÇ=éêÉëÉåíÉÇK=
=
^äÉêí=pí~íáëíáÅ=áë=Ä~ëÉÇ=çå=~äÉêíë=Ñêçã=pÉÅçÇÉÛë=fap=~åÇ=fmp=íççäëK=^å=~äÉêí=~ééÉ~ê=ïÜÉå=~=
ëÉåëçê= êÉÅçÖåáòÉë= åÉíïçêâ= íê~ÑÑáÅ= íÜ~í= Ñáí= íÜÉ= áãéäÉãÉåíÉÇ= ëáÖå~íìêÉëLÑáäíÉêëI= ~åÇ= áå= íÜÉëÉ=
Å~ëÉë=~äÉêíë=ïáää=ÄÉ=íê~åëÑÉêêÉÇ=íç=pÉÅçÇÉ=pl`=EpÉÅìêáíó=léÉê~íáçå=`ÉåíÉêFK=^ää=~äÉêíëI=ÄçíÜ=
Ñ~äëÉ=~åÇ=ÖÉåìáåÉI=~êÉ=ã~åì~ääó=Ü~åÇäÉë=Äó=~å~äóëíë=~í=pÉÅçÇÉK==
=
cçÅìë=çÑ=íÜÉ=jçåíÜ=áë=~å=~êíáÅäÉ=íÜ~í=ÑçÅìëÉë=çå=êÉäÉî~åí=íçéáÅë=ïáíÜáå=fq=
pÉÅìêáíóK=qÜáë=ãáÖÜí=ÄÉ=íçéáÅë=ÇáëÅìëëÉÇ=áå=ãÉÇá~I=áåÅáÇÉåíë=íÜ~í=Å~å=
áåÑäìÉåÅÉ=íÜÉ=íÜêÉ~í=äÉîÉäI=çê=ÅÜ~åÖÉë=áå=íÜÉ=~íí~Åâ=é~ííÉêå=Ñêçã=íÜÉ=fåíÉêåÉíK==
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qeob q̂=ibsbi==

aìÉ= íç= ÜáÖÜ= ~Åíáîáíó= äÉîÉäI= fåíÉêåÉí= ïçêãë= ~åÇ= ëé~ããáåÖ= ~êÉ= Ü~åÇäÉÇ= áå= ~= ëÉé~ê~íÉ=
ëìÄÅÜ~éíÉêX= “fåíÉêåÉí=ïçêãë= ~åÇ= pé~ãÒI= ~åÇ= ~êÉ= ÉñÅäìÇÉÇ= Ñêçã= íÜÉ= çíÜÉê= ÅÜ~êíë= áå= íÜáë=
ÅÜ~éíÉêK=

ob`lkk^fpp^k`b=^qq^`hp=g^kr^ov=OMMS=

qÜÉ=ëí~íáëíáÅë=ÄÉäçï=ÖáîÉë=~å=çîÉêîáÉï=çÑ= íÜÉ=~îÉê~ÖÉ=åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=
éÉê=åÉíïçêâ=ìåÇÉê=ëìêîÉáää~åÅÉK=eçïÉîÉêI=íÜÉ=~Åíáîáíó=äÉîÉä=ã~ó=î~êó=Ñêçã=çåÉ=åÉíïçêâ=~êÉ~=
íç=~åçíÜÉêK=aÉëéáíÉ=íÜÉëÉ=î~êá~íáçåë=áå=íÜÉ=íçí~ä=~Åíáîáíó=äÉîÉäI=ïÉ=EãçëíäóF=êÉÖáëíÉê=íÜÉ=ë~ãÉ=
âáåÇ=çÑ=~íí~Åâë=áå=ÇáÑÑÉêÉåí=åÉíïçêâ=~êÉ~ëK=
=
=

Reconnaissance attacks pr monitored C-Net
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Reconnaissance attacks pr C-Net pr date

0

50

100

150

200

250

300

1 3 5 7 9 11 13 15 17 19 21 23 25 27 29 31

=
qÜÉ= íçí~ä= åìãÄÉê=çÑ= êÉÅçåå~áëë~åÅÉ=~íí~Åâë=Ü~ë= ëÜçïå=~å= áåÅêÉ~ëÉ=ÇìêáåÖ=g~åì~êóK= qÜáë=
~Åíáîáíó= áë= ãçëíäó= ÇìÉ= íç= íÜÉ= póã~åíÉÅ= ëçÑíï~êÉ= îìäåÉê~ÄáäáíáÉë= éìÄäáëÜÉÇ= áå= aÉÅÉãÄÉêK=
qÜÉëÉ= îìäåÉê~ÄáäáíáÉë= Ü~îÉ= ÄÉÉå= íÜÉ= çêáÖáå= çÑ= ëÉîÉê~ä=ïçêãë= ~åÇ= êÉÅçåå~áëë~åÅÉ= ~íí~ÅâëK=
pÉîÉê~ä=fåíÉêåÉí=ëìêîÉáää~åÅÉ=Åçãé~åáÉë=êÉÖáëíÉê=íÜÉ=ë~ãÉ=íêÉåÇëK=
=
fÑ=ïÉ=äççâ=~í=íÜÉ=äÉîÉä=çÑ=~Åíáîáíó=ÇáîáÇÉÇ=áåíç=Ç~íÉëI=ïÉ=ëÉÉ=íÜ~í=íÜÉêÉ=~êÉ=åç=ÄáÖ=éÉÉâëK=qÜÉ=
éÉÉâë=ïÉ=Çç=ëÉÉ=~êÉ=ãçëíäó=ÇìÉ=íç=åÉï=~íí~Åâë=~Ö~áåëí=íÜÉ=póã~åíÉÅ=ëçÑíï~êÉK==
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qvmb=lc=ob`lkk^fpp^k`b=^qq^`hp=

qÜÉ= Çá~Öê~ã= ÄÉäçï= Åçåí~áåë= ~= ëìãã~êó= çÑ= íÜÉ= ãçëí= Åçããçå= êÉÅçåå~áëë~åÅÉ= ~íí~Åâë=
ÇìêáåÖ=íÜÉ=ä~ëí=íïç=ãçåíÜëI=ïÜÉíÜÉê=áí=áë=ëÅ~åë=Ñçê=çåÉ=ëáåÖäÉ=ëÉêîáÅÉ=çê=ÅçãÄáåÉÇ=ëÅ~åë=Ñçê=
ëÉîÉê~ä=ëÉêîáÅÉëK=

Average top 10 incidents pr C-Net
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=
qÜÉ= ÄáÖ= áåÅêÉ~ëÉ= áå= ëÉ~êÅÜÉë= ~Ö~áåëí= íÅé= éçêí= OVST= Epóã~åíÉÅ= ^sF= ÅçåíáåìÉÇ= íÜêçìÖÜ=
g~åì~êóK= qÜáë= áëI= ~ë= éêÉîáçìëäó= ãÉåíáçåÉÇI= ÇìÉ= íç= ëÉîÉê~ä= îìäåÉê~ÄáäáíáÉë= áå= póã~åíÉÅ=
^åíáîáêìë=~åÇ=cáêÉï~ää=ïÜáÅÜ=ÄÉÅ~ãÉ=âåçïå=áå=ä~íÉ=aÉÅÉãÄÉêK=bñéäçáí=ÅçÇÉ=Ü~ë=ÄÉÉå=ã~ÇÉ=
~î~áä~ÄäÉI=~åÇ=íÜÉêÉ=~êÉ=~äëç=êÉÖáëíÉêÉÇ=~í=äÉ~ëí=íïç=ïçêãë=íÜ~í=~êÉ=êÉëéçåëáÄäÉ=Ñçê=ëÉ~êÅÜÉë=
~Ö~áåëí=íÜáë=éçêíK==
=
^=åÉï= íêÉåÇ=ÉãÉêÖÉÇ= áå= g~åì~êó=ÜçïÉîÉêK=tÉ=åçï=ëÉÉ=ëÉîÉê~ä= ëÅ~åë= íçï~êÇë=q`m=éçêí=
OVSUI= ïÜáÅÜ= áë= ~äëç= áå= ìëÉ= Äó= póã~åíÉÅ= Ñçê= ëçÑíï~êÉ= ìéÇ~íáåÖK= få= ~ÇÇáíáçå= ïÉ= ~äëç=
êÉÖáëíÉêÉÇ= íÜ~í= ëÉ~êÅÜÉë= ~Ö~áåëí= éçêí= OVST= áë= åçï=ÅçãÄáåÉÇ=ïáíÜ= ëÉ~êÅÜÉë= ~Ö~áåëí= çíÜÉê=
ëÉêîáÅÉëK=qÜáë= íêÉåÇ=ëìÖÖÉëíë= íÜ~í=ïçêãë=~êÉ= íÜÉ=çêáÖáå=çÑ=ëÉîÉê~ä=ëÅ~åëK=kÉï=ïçêãë=~êÉ=
çÑíÉå=ã~ÇÉ=íç=Éñéäçáí=ëÉîÉê~ä=îìäåÉê~ÄáäáíáÉëI=íÜáë=íç=ã~âÉ=áí=ãçêÉ=éçëëáÄäÉ=íç=ëéêÉ~Ç=çîÉê=~=
ä~êÖÉ=~êÉ~K==
=
bñÅÉéí= íÜÉ= íêÉåÇë= ãÉåíáçåÉÇ= ~ÄçîÉI= íÜÉêÉ= ~êÉ= åç= ëìêéêáëÉë= áå= íÜÉ= ëí~íáëíáÅë= çîÉê=
êÉÅçåå~áëë~åÅÉ=~íí~ÅâëK=^ää=ëÉêîáÅÉëI=ïÜáÅÜ=~êÉ=åçí=~äêÉ~Çó=ãÉåíáçåÉÇI=~êÉ=ìëì~ääó=éä~ÅÉÇ=~í=
íÜÉ=íçé=çÑ=íÜÉ=äáëíK=eçïÉîÉêI=~ää=ëÉ~êÅÜÉë=~Ö~áåëí=ëÉêîáÅÉë=~í=íÜÉ=íçé=NM=Ü~îÉ=áåÅêÉ~ëÉÇ=íÜáë=
ãçåíÜK=
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ob`lkk^fpp^k`b=^qq^`hp=mo=`lrkqov=

qÜÉ=ã~äáÅáçìë=~Åíáîáíó=áå=íÜÉ=ëí~íáëíáÅ=ÄÉäçï=áë=ã~áåäó=~ìíçã~íÉÇ=~íí~ÅâëI=ïÜáÅÜ=ÅçãÉë=Ñêçã=
áåÑÉÅíÉÇ=ÅçãéìíÉêë=EÉKÖK=fåíÉêåÉí=ïçêãë=çê=îáêìëÉëFK=qÜáë=ãÉ~åë=íÜ~í=ãçëí=çÑ=íÜÉ=~íí~Åâë=~êÉ=
åçí=ÇáêÉÅíäó=~áãÉÇI=Äìí=~êÉ=ê~íÜÉê=~=ëÉÅçåÇ~êó=ÉÑÑÉÅíK==
=

Top 10 - Attacks pr country pr C-Net
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=

låÅÉ= ~Ö~áå= íÜÉ= rp= áë= íÜÉ=ãçëí= ~ÖÖêÉëëáîÉ= çêáÖáå= çÑ= êÉÅçåå~áëë~åÅÉ= ~íí~ÅâëI= íÜáë= ãçåíÜ=
ÑçääçïÉÇ=Äó=`Üáå~=~åÇ=kçêï~óK=fí=áë=êÉÖáëíÉêÉÇ=~å=áåÅêÉ~ëÉ=Ñêçã=~ää=ÅçìåíêáÉëI=ïÜáÅÜ=áë=ãçëí=
äáâÉäó= ÇìÉ= íç= ëÉ~êÅÜÉë= ~Ö~áåëí= éçêí= OVSTK= tÜÉå= ëÉ~êÅÜÉë= ~Ö~áåëí= éçêí= OVST= ëí~êíÉÇ= íç=
ëéêÉ~Ç=çîÉê=fåíÉêåÉíI=^ëá~å=ÅçìåíêáÉë=~åÇ=íÜÉ=rp=ï~ë=íÜÉ=çêáÖáå=çÑ=~íí~ÅâëK=kçï=ïÉ=ëÉÉ=~å=
áåÅêÉ~ëÉ=Ñêçã=ëÉîÉê~ä=ÅçìåíêáÉëI=áåÅäìÇáåÖ=kçêï~óK=
=
qÜÉ=äÉîÉä=çÑ=íê~ÑÑáÅ=áå=çåÉ=Åçìåíêó=ïáää=êÉÑäÉÅí=íÜÉ=íçí~ä=äÉîÉä=çÑ=íê~ÑÑáÅK==
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fkqbokbq=tlojp=^ka=pm^j==

_ÉÅ~ìëÉ= çÑ= ~= ÜáÖÜ= äÉîÉä= çÑ= ~Åíáîáíó= ~Ö~áåëí= ÅÉêí~áå= ëÉêîáÅÉëI= íÜáë= íê~ÑÑáÅ= áë= éêÉëÉåíÉÇ= áå= ~=
ëÉé~ê~íÉ= ëí~íáëíáÅëK= qÜáë= ~ééäáÉë= Ñçê= íÜçëÉ= ëÉêîáÅÉë=ïÜáÅÜ=~êÉ=ãçëí= ÑêÉèìÉåíäó= í~êÖÉíÉÇ=Äó=
fåíÉêåÉí=ïçêãë=~åÇ=ëé~ããáåÖ=~ííÉãéíëK=
=

Activity pr port/service pr C-Net
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5000 (Bobax)

445 (Nachi/Sasser)

3127 (MyDoom)

1434 (SQL Slammer)

137 (opaSoft/BugBEar)

135 (Blaster/Nachi)

1029 ICQ/Msg SPAM

1028 ICQ/Msg SPAM

1027 ICQ/Msg SPAM

1026 ICQ/Msg SPAM

1025 ICQ/Msg SPAM

0 (Nachi.b)

=

qÜÉ=åìãÄÉê=çÑ=ïçêãë= áë=ëíáää=ÇÉÅêÉ~ëáåÖ=ëäáÖÜíäó= íÜáë=ãçåíÜK= fí= áë=ãçëíäó= íê~ÑÑáÅ=~í=éçêí=QQR=
íÜ~í= áë= ÇÉÅêÉ~ëáåÖI= ïÜáäÉ= íÜÉ= çíÜÉê= Å~íÉÖçêáÉë= êÉã~áå= ëí~ÄäÉK= qÜÉ= åìãÄÉê= çÑ= ïçêãë= ~åÇ=
ëé~ã=áë=ëíáää=äçï=áå=Åçãé~êáëçå=ïáíÜ=ëçãÉ=çÑ=íÜÉ=éÉÉâë=ïÉ=Ü~îÉ=ëÉÉå=ÇìêáåÖ=íÜÉ=ä~ëí=ÅçìéäÉ=
çÑ=óÉ~êëK=
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^iboq=pq̂ qfpqf`=

qÜáë=ÅÜ~éíÉê=ÖáîÉë=~=ëìãã~êó=çÑ=~äÉêíë=Ñêçã=fapLfmp=ëÉåëçêëK=qÜÉëÉ=~äÉêíë=
~êÉ=~ää=~å~äóòÉÇ=Äó=pÉÅçÇÉ=pl`K=qÜÉ=ëí~íáëíáÅë=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=
~äÉêíë=éê=åÉí=ëÉÖãÉåí=íÜ~í=~êÉ=ìåÇÉê=ëìêîÉáää~åÅÉK==

e^kaiba=^iboqp=

qÜÉ= ëí~íáëíáÅë= ÄÉäçï= ëÜçïë= Ü~åÇäÉÇ= ~äÉêíë= ÇáëíêáÄìíÉÇ= ~í= íÜÉ= ÇáÑÑÉêÉåí= åÉíïçêâ= ëÉÖãÉåíë=
ïÜÉêÉ=pÉÅçÇÉÛë=ãÉ~ëìêáåÖ=éçáåíë=~êÉ=éä~ÅÉÇK=
=
qÜÉ=åÉíïçêâ=ëÉÖãÉåíë=~êÉ=ÇáîáÇÉÇ=áåíç=íÜÉ=ÑçääçïáåÖW=
 fåíÉêåÉíW=íÜÉ=ãÉ~ëìêáåÖ=éçáåí=áë=äçÅ~íÉÇ=çìíëáÇÉ=íÜÉ=ÑáêÉï~ää=çå=~=åÉíïçêâ=ÉñéçëÉÇ=íç=íÜÉ=

fåíÉêåÉí=
 ajwW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= éä~ÅÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ= ~Ö~áåëí=

ëÉêîáÅÉë=íÜ~í=~êÉ=ÉñéçëÉÇ=íç=fåíÉêåÉí=çê=çíÜÉê=ìåë~ÑÉI=ÉñíÉêå~ä=åÉíïçêâë=
 fåíê~= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= éä~ÅÉÇ= áåëáÇÉ= íÜÉ= åÉíïçêâ= ~åÇ= ãçåáíçêë= íê~ÑÑáÅ=

ÄÉíïÉÉå=ÅäáÉåíëI=ëÉêîÉêë=~åÇ=çíÜÉê=åÉíïçêâ=ÉèìáéãÉåí=
 m~êíåÉê= i^kW= íÜÉ= ãÉ~ëìêáåÖ= éçáåí= áë= äçÅ~íÉÇ= áå= ~å= ÉåîáêçåãÉåí= íÜ~í= áë= ìëÉÇ= Ñçê=

ÅçããìåáÅ~íáçå=íçï~êÇë=ÉñíÉêå~ä=é~êíåÉêëK=qÜÉ=é~êíåÉê=i^k=áë=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=
 oÉëíêáÅíÉÇ=i^kW= íÜÉ=ãÉ~ëìêáåÖ=éçáåí=~êÉ= äçÅ~íÉÇ= áå= ~= äáãáíÉÇ=ÉåîáêçåãÉåí=ïáíÜ=~= îÉêó=

ïÉää=ÇÉÑáåÉÇ=íê~ÑÑáÅ=é~ííÉêå=~åÇ=ïáíÜçìí=fåíÉêåÉí=~ÅÅÉëë=

=

All alerts - false excluded

13 %

23 %

1 %

37 %

26 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=ÖÉåìáåÉ=~äÉêíëK==
=

Alerts with malicious intent

26 %
5 %6 %

63 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
=
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qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=Ñçê=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=ïáíÜçìí=íÜÉ=ÅìëíçãÉê=åÉÅÉëë~êó=ÄÉáåÖ=îìäåÉê~ÄäÉK==
=
=
=

Alerts - severe

99 %

1 %
DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
qÜÉ=Çá~Öê~ã=~ÄçîÉ=ëÜçïë=íÜÉ=ÇáëíêáÄìíáçå=çÑ=~ää=~äÉêíë=Å~ìëÉÇ=Äó=~Åíáîáíó=
ïáíÜ=ã~äáÅáçìë=áåíÉåíI=~åÇ=ïÜÉêÉ=íÜÉ=ÅìëíçãÉê=ãáÖÜí=ÄÉ=îìäåÉê~ÄäÉ=çê=
ÅçãéêçãáëÉÇK=

obmloqba=fk`fabkqp=

qÜÉ=ëí~íáëíáÅ=ÄÉäçï=ëÜçïë=ÇáëíêáÄìíáçå=çÑ=áåÅáÇÉåíë=êÉéçêíÉÇ=íç=ÅìëíçãÉêë=çÑ=pÉÅçÇÉ=íÜÉ=ä~ëí=
S=ãçåíÜëK==
=

Reported incidents last 6 month

19 %

3 %

57 %

21 %

DMZ

Internet

Intra LAN

Partner LAN

Restricted

=
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cl`rp=lc=qeb=jlkqe=Ó=vlrqe=qobkap=
qÜáë=ãçåíÜ=ïÉ=Ü~îÉ=ÅÜçëÉå=íç=ïêáíÉ=~Äçìí=óçìíÜ=íêÉåÇëI=~åÇ=íÜ~í=ã~ó=äÉ~îÉ=ëçãÉ=çÑ=óçì=
íÜáåâáåÖ=ïÜ~í= ìëÉ= áí= áë= Ñçê= óçìK= _ó= ÑçÅìëáåÖ= çå= óçìíÜ= íêÉåÇë=ïÉ=ïáää= ëÉÉ= ëáÖåë= çÑ= íêÉåÇë=
~ãçåÖ= çíÜÉê= ìëÉêë= çÑ= íÜÉ= ÇáÑÑÉêÉåí= âáåÇë= çÑ= ãÉÇá~K= ^åÇI= áå= ~ÇÇáíáçåI= ïÉ= Å~å= éìí= ëçãÉ=
ëÉÅìêáíó=êáëâë= áå=ÑçÅìëK=qÜÉ=óçìåÖ=éÉçéäÉ=~êÉ=ÄáÖ=ìëÉêë=çÑ=ÅçãéìíÉê=íÉÅÜåçäçÖó=~åÇ=çíÜÉê=
ãÉÇáìãëI=~åÇ=íÜÉêÉÑçêÉ=óçì=çÑíÉå=ëÉÉ=íÜÉ=åÉÖ~íáîÉ=íêÉåÇë=ÜÉêÉ=ÑáêëíK=
=
^ää=ëÉÅìêáíó=éêçÄäÉãë=Å~å=ÄÉ=ëÉí=áå=ÅçåíÉåí=ïáíÜ=óçìíÜI=Äìí=~í=íÜáë=íáãÉ=ïÉ=ïáää=ÅçîÉê=íç=íÜÉ=
ëìÄàÉÅíëX=éêáî~Åó=~åÇ=éáê~Åó=EáääÉÖ~ä=Ççïåäç~ÇáåÖFK=
=

vlrqe=^ka=mofs^`v=

få=É~êäáÉê=ÉÇáíáçåë=çÑ=“cçÅìë=çÑ=íÜÉ=jçåíÜÒ=ïÉ=Ü~îÉ=ÅçîÉêÉÇ=éêáî~Åó=~åÇ=ìëÉ=çÑ=ÉJã~áäI=~åÇ=
éêáî~Åó=ïáíÜ=ìëÉ=çÑ=ÄäçÖÖáåÖK=mêáî~Åó= áë=ëíáää=çåÉ=çÑ= íÜÉ=ãçëí=éêçÄäÉã~íáÅ=~åÇ=ïáÇÉëéêÉ~Ç=
ëÉÅìêáíó= êáëâë= çå= fåíÉêåÉí= íçÇ~óK= låÉ= çÑ= íÜÉ= êÉ~ëçåë= Ñçê= íÜáë= áë= íÜ~í= éêáî~Åó= Çç= åçí= ÖÉí=
ÉåçìÖÜ= ÑçÅìë= ~ë= é~êí= çÑ= íÜÉ= íçí~ä= ëÉÅìêáíó= ëçäìíáçåK= `çãé~åáÉë= ëéÉåÇ= äçíë= çÑ= ãçåÉó= íç=
éêçíÉÅí= íÜÉ= Åçãé~åó= Ñêçã= ÉñíÉêå~ä= ~íí~ÅâëI= äáâÉ= ïçêãëI= Ü~ÅâÉêëI= qêçà~åë= ~åÇ= ëç= çåK=
`çãé~åáÉë= Çç= åçí= ÜçïÉîÉê= ÖáîÉ= ÑçÅìëI= ~åÇ= êÉëçìêÅÉëI= íç=ã~âÉ= ÉãéäçóÉÉë= Ñ~ãáäá~ê= ïáíÜ=
ïÜ~í= íÜÉó= Å~å= Çç= íç= áãéêçîÉ= ëÉÅìêáíóK= fí= áë= ÜÉêÉ= éêáî~Åó= áë= çåÉ= çÑ= íÜÉ= ãçëí= áãéçêí~åí=
~ëéÉÅíëK= bãéäçóÉÉë= ã~ó= éìÄäáëÜ= äçíë= çÑ= áåÑçêã~íáçå= ~Äçìí= íÜÉãëÉäîÉë= çå= íÜÉ= fåíÉêåÉíI=
ïÜáÅÜ=ã~ó=ëÉÉã=Ü~êãäÉëëI=Äìí=áå=íÜÉ=êáÖÜí=Ü~åÇë=ã~ó=ÄÉ=Ç~åÖÉêçìë=Ñçê=ÄçíÜ=Åçãé~åó=~åÇ=
éÉêëçåK==
=
få=íÜÉ=óçìíÜ=Åçããìåáíó=óçì=ïáää=ÇáëÅçîÉê=Üçï=äáííäÉ=~ï~êÉåÉëë=áí= áë=~êçìåÇ=éêçíÉÅíáåÖ=íÜÉáê=
éÉêëçå~ä=áåÑçêã~íáçåK=qÜÉêÉ=~êÉ=ÑÉï=óçìåÖ=éÉçéäÉ=ïÜç=íÜáåâ=~Äçìí=éçëëáÄäÉ=ÅçåëÉèìÉåÅÉë=
çÑ=éçëíáåÖ=~å=ÉJã~áä=~ÇÇêÉëë=~í=~=åÉïëäÉííÉê=ëáíÉI=çê=~ÇÇáåÖ=~=éêçÑáäÉ=çå=~=ÄäçÖ=çê=Åçåí~Åí=
ëáíÉK=qÜÉ=ÅçåëÉèìÉåÅÉë=çÑ=ëÉåëÉäÉëë=ìëÉ=çÑ=éÉêëçå~ä=áåÑçêã~íáçå=ã~ó=ÄÉ=ÜìÖÉI=ÄçíÜ=Ñçê=íÜÉ=
éÉêëçå= áå= èìÉëíáçå= ~åÇ= Ñçê= Åçãé~åáÉë= çê= çêÖ~åáò~íáçåëK= qÜÉêÉ= ~êÉ= ëÉîÉê~ä= Éñ~ãéäÉë= çÑ=
éÉêëçå~ä=áåÑçêã~íáçå=ÄÉáåÖ=ãáëìëÉÇ=íç=ã~âÉ=Ä~åâ=ïáíÜÇê~ï~äëK=
=
i~íÉäó= íÜÉ= åÉïë= ãÉÇá~= áå= bìêçéÉ= ~åÇ= ÉëéÉÅá~ääó= kçêï~óI= Ü~ë= ÑçÅìëÉÇ= çå= éêáî~ÅóK= kÉï=
ëìêîÉóë=ëÜçïáåÖ=íÜ~í=óçìíÜ=çÑíÉå=êÉÖêÉíë=éçëíáåÖ=áåÑçêã~íáçå=çå=íÜÉ=fåíÉêåÉíI=áë=íÜÉ=êÉ~ëçå=
Ñçê= íÜáë= åÉï= ÑçÅìëK= ^ë=ã~åó= ~ë= çåÉ= íÜáêÇ= çÑ= ~ää= óçìíÜ= êÉÖêÉíë= éçëíáåÖ= ëçãÉíÜáåÖ= çå= íÜÉ=
fåíÉêåÉíI=~åÇ=íÜáë=áë=çÑíÉå=éáÅíìêÉë=çê=ëÜçêí=ãçîáÉë=íÜÉó=Ü~îÉ=éçëíÉÇ=çå=éÉêëçå~ä=éêçÑáäÉë=çê=
Åçããìåáíó= ëáíÉë= äáâÉ=vçìqìÄÉK=tÜÉå= íÜÉêÉ=~êÉ= ëç=ã~åó= óçìåÖ=éÉçéäÉ= êÉÖêÉííáåÖ=éçëíáåÖ=
áåÑçêã~íáçåI=áí=áë=äáâÉäó=íÜ~í=íÜÉêÉ=~êÉ=ã~åó=~Çìäíë=êÉÖêÉííáåÖ=íççK=mçëíáåÖ=éáÅíìêÉë=çå=fåíÉêåÉíI=
Ñçê=Éñ~ãéäÉI=áë=åçí=êÉëÉêîÉÇ=óçìíÜI=ÉîÉå=íÜçìÖÜ=óçìíÜ=áë=çÑíÉå=ãçêÉ=ÑêÉèìÉåí=ìëÉêë=çÑ=ëìÅÜ=
ëÉêîáÅÉëK=
=
fí= áë= É~ëó= íç= ÄÉäáÉîÉ= íÜ~í= áåÑçêã~íáçå= áë=ãçêÉ= éêçíÉÅíÉÇ= íÜÉå= áí= ~Åíì~ääó= áëK=táåÇçïë= iáîÉ=
pé~ÅÉë= áë= ~= ÖççÇ= Éñ~ãéäÉ= çÑ= íÜáëK= rëÉêë= Ü~îÉ= çééçêíìåáíó= íç= ÇÉÅáÇÉ= ïÜç= ëÜçìäÇ= Ü~îÉ=
~ÅÅÉëë=íç= íÜÉêÉ=çïå=éêçÑáäÉLÄäçÖI=~åÇ=ã~óÄÉ= íÜÉó=ÅÜççëÉ= íç=ÖáîÉ=~ÅÅÉëë= íç=ÉîÉêóÄçÇó= áå=
íÜÉêÉ=táåÇçïë= iáîÉ=jÉëëÉåÖÉê= Åçåí~Åí= äáëíK= qÜáë= ÇçÉë= åçí= ãÉ~å= íÜ~í= çåäó= íÜÉëÉ= éÉçéäÉ=
Ü~îÉ= ~ÅÅÉëë= íç= íÜÉ= éêçÑáäÉK= qÜÉêÉ= ~êÉ= åç= Öì~ê~åíÉÉë= íÜ~í= åçåÉ= çÑ= íÜÉëÉ= éÉçéäÉ= Çç= åçí=
Ççïåäç~Ç= áåÑçêã~íáçå= ~åÇ= áå=ïçêëí= Å~ëÉ= ëéêÉ~Ç= áíK= ^ÅÅÉëë=ã~ó= ÄÉ= Öê~åíÉÇ= íç= çíÜÉêë= Äó=
ãáëí~âÉ=ïáíÜçìí= íÜÉ=çïåÉêÛë= âåçïäÉÇÖÉI= çê= éÉçéäÉ=ÇÉäÉíÉÇ= Ñêçã= íÜÉ= Åçåí~Åí= äáëí=ã~ó= ëíáää=
Ü~îÉ=~ÅÅÉëëI=~äëç=ïáíÜçìí= íÜÉ=çïåÉêÛë=âåçïäÉÇÖÉK= få=çíÜÉê=ïçêÇëI=óçì= äççëÉ=Åçåíêçä=çîÉê=
óçìê=çïå=ÇçÅìãÉåíëI=éáÅíìêÉë=~åÇ=ëç=çå=ïÜÉå=íÜÉó=~êÉ=éçëíÉÇ=çå=íÜÉ=ïÉÄK=
=
få=íÜÉ=Éñ~ãéäÉ=~ÄçîÉ=íÜÉ=ìëÉê=Ü~îÉ=~í=äÉ~ëí=ëçãÉ=ÅçåíêçäI=ïÜáÅÜ=áë=ãçêÉ=íÜ~å=ïÉ=Å~å=ë~ó=
~Äçìí=éáÅíìêÉë=~åÇ=îáÇÉçë=éçëíÉÇ=çå=éìÄäáÅ=ëáíÉëK=qÜáë= áë=ïÜ~í=ãçëí=éÉçéäÉ=êÉÖêÉíK= få= íÜÉ=
Éñ~Åí=ãçãÉåí=óçì=éçëí=~=îáÇÉç=çê=~=éáÅíìêÉ=çå=~=ëáíÉ= äáâÉ= íÜ~íI=óçì= äççëÉ=~ää=Åçåíêçä=çîÉê=
ïÜÉêÉ= áí=ã~ó=~ééÉ~ê=åÉñí= íáãÉK= få=~ÇÇáíáçåI= áí= áë=ãçêÉ=çê= äÉëë= áãéçëëáÄäÉ= íç=ÇÉäÉíÉ= áí= Ñêçã=
fåíÉêåÉíK=få=çíÜÉê=ïçêÇëI=ã~åó=íÜáåÖë=íÜ~í=ëÉÉã=~äêáÖÜí=íç=éçëí=~í=çåÉ=íáãÉI=ã~ó=åçí=ëÉÉã=ëç=
ëã~êí=~í=~åçíÜÉê=íáãÉK=^í=íÜ~í=éçáåí=óçì=~êÉ=ãçëí=äáâÉäó=áå=ëçãÉ=íêçìÄäÉI=ÄÉÅ~ìëÉ=áí=áë=ãçêÉ=
çê=äÉëë=áãéçëëáÄäÉ=íç=êÉãçîÉ=~ää=íê~ÅÉëK=qÜÉ=Åä~ëëáÅ~ä=Éñ~ãéäÉ=áë=ïÜÉå=óçì=~ééäó=Ñçê=~=àçÄK=
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^í=íÜÉ=ãçãÉåí=óçì=~ééäó=Ñçê=~=àçÄ=áí=áë=äáâÉäó=íÜ~í=íÜÉ=ÉãéäçóÉê=ïáää=ÖççÖäÉ=íÜÉ=~ééäáÅ~åí=íç=
êÉíêáÉîÉ=ãçêÉ= áåÑçêã~íáçå= ~Äçìí= íÜÉ= éÉêëçåK=^=ïÉÄé~ÖÉ=Äìáäí= ~ë= ~= éê~åâ= áå= óçìê= óçìåÖÉê=
Ç~óë=ã~ó= áåÇáÅ~íÉ= íÜ~í=óçì=~êÉ=~å= “áêêÉëéçåëáÄäÉ=éÉêëçåÒ=çê=ëáãáä~êK=p~áÇ= áå=~åçíÜÉê=ï~óI=
áåÑçêã~íáçå=óçì=ã~ó=Ü~îÉ=éçëíÉÇ=çå=fåíÉêåÉíI=ïÜáÅÜ=ã~ó=åçí=êÉéêÉëÉåí=óçì=Ñçê=ïÜç=óçì=~êÉI=
ã~ó=ÄÉ=ìëÉÇ=Äó=ÉãéäçóÉêë=íç=é~áåí=~=éáÅíìêÉ=çÑ=óçìK=fí=áë=åçí=ïáíÜçìí=êÉ~ëçå=ã~åó=ÉñéÉêíë=
~êÉ=çÑ=íÜÉ=çéáåáçå=íÜ~í=ÉîÉêóÄçÇó=ïÜç=~ééäáÉëI=~åÇ=~êÉ=ÖçáåÖ=áå=Ñçê=~=àçÄ=áåíÉêîáÉïI=ëÜçìäÇ=
ÖççÖäÉ=íÜÉãëÉäîÉë=íç=ÖÉí=~=éáÅíìêÉ=çÑ=ïÜ~í=íÜÉ=ÉãéäçóÉê=âåçïë=ÄÉÑçêÉÜ~åÇK=
=
qÜÉ=ÑçääçïáåÖ=êìäÉ=ëÜçìäÇ=ÄÉ=áå=ãáåÇ=ïÜÉå=áí=ÅçãÉë=íç=éçëíáåÖ=áåÑçêã~íáçå=çå=fåíÉêåÉíX=tÜ~í=
óçì=éçëí=íÜÉêÉI=ïáää=ëí~ó=íÜÉêÉK==
=

vlrqe=^ka=mfo^`v=

fí=áë=åç=äçåÖÉê=~=ëÉÅêÉí=íÜ~í=ã~åó=óçìåÖ=éÉçéäÉ=Ççïåäç~Ç=ãìëáÅI=ãçîáÉëI=~ééäáÅ~íáçåë=~åÇ=
ëç=çå=Ñêçã=íÜÉ=fåíÉêåÉíK=^ë=äçåÖ=~ë=áí=áë=êÉ~ÅÜ~ÄäÉ=áí=ïáää=ÄÉ=Ççïåäç~ÇÉÇI=~åÇ=ã~óÄÉ=ëÜ~êÉÇ=
ïáíÜ= çíÜÉêëK= få= íÜÉ= åÉïë= íÜÉ= ÑçÅìë= áë= çå= ïÜó= éÉçéäÉ= ëÜçìäÇ= ëíçé= Ççïåäç~ÇáåÖ= íç= ëíçé=
ãçåÉó= äçëëÉë= Ñçê= íÜÉ=éêçÇìÅÉêëI=ïÜáäÉ=ëÉÅìêáíó= áëëìÉë= áë=ëçãÉïÜ~í= ÑçêÖçííÉåK=mÉêëçå~ääó= f=
ÄÉäáÉîÉ=íÜ~í=ëÉÅìêáíó=êáëâë=Äó=Ççïåäç~ÇáåÖ=ëÜçìäÇ=ÄÉ=éìí=áå=íÜÉ=ëéçíäáÖÜíK==
=
qÜÉ=ëÉÅìêáíó= êáëâ= áå= áíëÉäÑ= áë=éêÉííó=ÜìÖÉ=Äó=Ççïåäç~ÇáåÖ= Ñêçã= fåíÉêåÉíI= ëáåÅÉ= íÜÉêÉ=~êÉ=åç=
ï~ó=çÑ=âåçïáåÖ=Éñ~Åíäó=ïÜ~í=íÜÉ=ÑáäÉë=Åçåí~áåëK=fí=áë=åç=éêçÄäÉã=íç=ã~âÉ=~=ÑáäÉ=~í=~=ãìëáÅJÑáäÉ=
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