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Controlling IT Security

Because the Internet and IT never sleep, certain security services must be in place and managed 24/7 - a demanding
challenge for most companies. When going mobile the basic premise of deploying enterprise mobility is to enhance
workforce productivity and effectively cut operational costs. While it is understandable that enterprises are concerned
about the security of their valuable data and information while transmitting it over wireless networks, their IT department
should work closely with the solution providers in defining the policies and security requirements for the solution.

Secode Mobile Anti-virus and firewall is a solution that gives a solid foundation for ensuring the secure use of network

enabled mobile devices in a corporate environment.

Mobile malware such as viruses, worms and trojans have
become a nuisance that more and more smartphone users
have to deal with. Malware can cause unwanted billing,
delete valuable information on the device or make the phone
unusable. An integrated firewall combined with virus
protection is the next step in content security for mobile
devices. Pure antivirus solutions are however not sufficient in
devices that access open public networks such as Wi-Fi.
The new generation of mobile devices is in many ways like
portable PC's and should be protected with a firewall.

Secode Mobile Anti-Virus and firewall service provides a
comprehensive tool for preventing mobile malware from
spreading across a corporate environment.

Features

e Integrated Firewall
Transparent, real-time protection
Automatic scanning of memory cards
Automatic antivirus and software updates
Integrates seamlessly with Secode Mobile Manager
service

The solution

Secode Mobile Anti-virus and firewall service allows
smartphone users to experience the full potential of their
devices without the fear of mobile threats. The application
combines real-time antivirus functionality with a firewall
making the device completely safe in today's connected lives.
Technical savvy is not required when installing nor running
the client software based service. The solution works invisibly
in the background scanning all network traffic and monitoring
the device for malware. Whenever any data connection is
used on the smartphone, the client-software automatically
retrieves the newest updates. The user is only alerted when
the handset security is at risk (option).

Service Startup

Starting to use Secode Mobile Anti-virus and firewall service
is very easy because nothing has to be installed on in the
customer’s network. The customer only has to subscribe on
the necessary amount of user rights and inform Secode
whether he/she wants to manage the service him-/her-self or
have Secode do the managing. After this Secode enable the
service and inform the customer about how to manage the
service and how the support is arranged for.

Supported Devices
e Nokia (Series 60 3rd ed. phones)
0 E- and N-series phones
e Nokia (Series 80 phones)
0 9500 and 9300(i)
e  Sony-Ericsson (UIQ 3 phones)
o P1i, W950i, M600i, P990i, W960i
e Windows Mobile Phone 5 and 6 devices

References
For information on previous project- and service- deliveries
please contact Secode.

Additional Information

Additional information about Secode and our services is
found at www.secode.com. You can also contact us on the
phone +46 8 564 875 00 or by e-mail info@secode.com
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