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Controlling IT Security

Because the Internet and IT never sleep, certain security services must be in place and managed 24/7 - a demanding
challenge for most companies. When going mobile the basic premise of deploying enterprise mobility is to enhance
workforce productivity and effectively cut operational costs. While it is understandable that enterprises are concerned
about the security of their valuable data and information while transmitting it over wireless networks, their IT department
should work closely with the solution providers in defining the policies and security requirements for the solution. Secode
Mobile Manager is a service that gives a solid foundation for successfully managing devices, security and services

deployed to the end users.

Secode Mobile Manager —service provides a full-featured
way to remotely manage, support and supervise mobile
devices used by SMC's and enterprises.

Secode Mobile Manager main features

Device and device security management
Application management including application
updates and settings management

e Backup and restore of data

Remote control

The remote control functionalities include device lock and
device wipe capabilities OTA (Over the Air). The device can
be emptied on critical data like e-mails, calendar-information
and files. The device can also be locked and shut down
remotely in order to prevent unauthorized access to the
device. The security features of the device itself (i.e. security
codes) can be controlled centrally with Mobile Manager.
Settings like Access Points (2G, 3G etc.) WLAN, VolP, E-mail
can also be centrally managed remotely with the service.

Application Management

Mobile Manager is the perfect tool to remotely, install, start
and remove applications on the device. Mobile Manager also
provides for application settings management using SCOMO
—profiles for applications like Mail for Exchange and Mobile
Antivirus and Firewall clients. Mobile Manager in addition to
SCOMO also support a vide range of application settings
management mechanisms. The Application Management
functionalities of Mobile Manager can be used to manage
virtually any application. Push-Mail, Anti-Virus, Firewall and
Encryption applications are typically managed remotely with
the service.

Backup and Restore
Backup and restore of data is a feature of Mobile Manager
that provides for remotely OTA managed backup and restore
of data stored on mobile devices. Standard predefined
backup tasks are SMS, calendar, contacts as well as different
combinations of these.

Service Startup

Starting to use Mobile Manager is very easy because nothing
has to be installed on site at the customer. The customer only
has to subscribe on the necessary amount of user rights and
inform Secode whether he/she wants to manage the service
him-/her-self or have Secode do the managing. After this
Secode open the service and inform the customer about how
to operate the service and how the support is arranged for.

Supported Devices

e Nokia Series 60 phones (2nd and 3rd ed.)
o0 E- and N-series phones

e Nokia Series 80 —phones
0 9500 and 9300(i)

e  Sony-Ericsson phones (UIQ 2 and 3)
o P900/P910/P910i, P990, P1i

e  Windows Mobile Phone 5 and 6 devices

References
For information on previous project- and service- deliveries
please contact Secode.

Additional Information

Additional information about Secode and our services is
found at www.secode.com. You can also contact us on the
phone +46 8 564 275 00 or by e-mail info@secode.co
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